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l. INTRODUCTION

On 21 June 2017 the rapporteur of the European Parliament, Marju Lauristin, present-

ed her draft report* on the proposal for a Regulation on Privacy and Electronic Commu-
nications? (ePrivacy Regulation/ePR). The Federation of German Consumer Organisa-
tions (vzbv) broadly welcomes her draft report, as it is a major improvement of the Eu-

ropean Commission’s proposal.

vzbv strongly welcomes that the rapporteur decided to stick to the European Commis-
sion’s approach not to introduce a clause allowing processing personal communica-
tions data on the legal ground of “legitimate interest” since this would have reduced the
rights of individuals in an unacceptable way compared to the current Directive concern-
ing the processing of personal data and the protection of privacy in the electronic com-
munications sector® (ePrivacy Directive/ePD). Under no circumstances should the ePR
provide a lower standard of protection than that currently enjoyed under the ePD.

Also, vzbv supports the newly introduced provisions that further strengthen users’
rights, for example by banning so called “tracking walls” or by introducing stricter re-
guirements for tracking online and offline. Taking into account end-to-end encryption
and do-not-track signals are other significant improvements.

But despite these steps in the right direction, some further improvements are still nec-
essary. It is important to clarify the relationship between the ePR and the European
General Data Protection Regulation* (GDPR) as well as the scope of the ePR. The co-
legislators should further strengthen the protection of electronic communication
metadata and content, since this data may contain highly sensitive information about
the individuals involved. Also, privacy must be the default setting in all software and
devices, building on the principles for data protection by design and by default estab-
lished in the GDPR, to effectively protect the rights of users in a user-friendly way.

vzbv calls upon the co-legislators and the German government to place the rights of
individual consumers and citizens firmly at the centre of deliberations concerning the
ePR. The starting point for all discussions and for the drafting of the Regulation must be
the individual and the individual’s right to privacy and confidentiality in the area of elec-
tronic communications.

1 Draft report on the proposal for a regulation of the European Parliament and of the Council concerning the respect for
private life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC (Reg-
ulation on Privacy and Electronic Communications); 09.06.2017;
http://www.europarl.europa.eu/sides/getDoc.do?type=COMPARL&reference=PE-606.011&format=PDF&language=EN

2 Proposal for a Regulation concerning the respect for private life and the protection of personal data in electronic com-
munications and repealing Directive 2002/58/EC. All articles and recitals that do not cite specific legislation refer to the
ePR.

° Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications) as amended by Directive 2009/136/EC dated 25 November 2009.

4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Di-
rective 95/46/EC.
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. SUMMARY OF THE KEY DEMANDS

AMENDMENT 30: RELATIONSHIP BETWEEN THE EPR AND THE GDPR

It has to be clear that, regarding the lawfulness of the processing, the ePrivacy Reg-
ulation should prevail over the GDPR. In all other cases, the ePrivacy Regulation
should complement the GDPR.

AMENDMENTS 6 & 38: SCOPE OF THE EPR

To ensure that the confidentiality of communications is comprehensively protected,
the Regulation should cover all electronic communications except electronic com-
munication content which was manifestly made public by the user.

AMENDMENT 43: PROCESSING OF ELECTRONIC COMMUNICATIONS
METADATA

A clear-cut separation of communication content and communication metadata as
envisaged in the ePR is often impossible in practice. It must therefore be made clear
that data must always be treated as content if electronic communication metadata
allows conclusions to be drawn as to the content of the communication.

AMENDMENT 54: PROCESSING OF ELECTRONIC COMMUNICATIONS CONTENT

Electronic communications may contain highly sensitive information about the indi-
viduals involved, the disclosure of which may result in serious personal and social
harm. Therefore, the processing of electronic communication content should always
require explicit consent of the users.

It should not be possible to process electronic communication content for other pur-
poses than the provision of a specific service requested by the user concerned.

AMENDMENTS 21 & 62: PROCESSING OF INFORMATION STORED IN THE
USERS’ TERMINAL EQUIPMENT OR RELATING TO THIS EQUIPMENT

“Web audience measurement” is not a purpose by itself for the use of tracking tech-
niques. Therefore, the Regulation should clarify the legitimate purposes allowing to
conduct such web audience measurement, like designing an information society
service requested by the user in a way to meet users' needs, and introduce appro-
priate safeguards to ensure that the confidentiality of communications is compre-
hensively protected.

AMENDMENTS 22 & 66 & 69: COLLECTION OF INFORMATION EMITTED BY
TERMINAL EQUIPMENT

“Statistical counting” is not a purpose by itself for the use of offline tracking tech-
niques. Therefore, the Regulation must clarify the legitimate purposes allowing to
conduct such statistical counting, such as counting for public interest or public utility
purposes.
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Such processing of information emitted by terminal equipment for statistical counting
should only be permitted if the purpose could not be fulfilled by other means and
provided that necessary privacy safeguards have been put in place.

AMENDMENTS 12 & 73: CONSENT OF USERS

The ePR must clarify the relationship between consent obtained via software set-
tings and consent given independently of those settings. If users are allowed or re-
quired to give consent that contradicts their software settings this new (overriding)
consent must always have to be given explicitly.

The text must also clearly state that not only consent for processing data from inter-
net or voice communications usage should be invalid if the user has no genuine and
free choice or is unable to refuse or withdraw consent without detriment. This should
also apply to consent for processing of all electronic communication data in general.

AMENDMENTS 19 & 77: PRIVACY BY DESIGN AND PRIVACY BY DEFAULT

As a general rule, the obligations of “privacy by design” and “privacy by default”
should also apply to hardware manufacturers and providers of software permitting
electronic communications. That is the only way to effectively and practicably protect
the rights of end-users. This would be a streamlined and necessary complement to
the GDPR.

AMENDMENTS 5 & 45 & 83: UNSOLICITED E-MAIL COMMUNICATIONS

An extension of the opportunities for direct marketing beyond the situation that exists
today is unacceptable. It should not be possible to use end-users’ contact details
without their consent for any purpose other than e-mail marketing for similar prod-
ucts and services of the provider concerned.

AMENDMENTS 28 & 93: INTEGRITY OF THE COMMUNICATIONS

As end-users’ daily use of digital technology continues to increase and connected
devices are set to become ubiquitous, end-users should have the right to secure
communications, private networks and terminal equipment with the best available
technologies against unlawful intrusions. It should be prohibited for other parties to
circumvent the protective measures taken by users.

AMENDMENTS 97: REPRESENTATION OF DATA SUBJECTS

Article 80 of the GDPR grants data subjects the right to mandate a non-for profit or-
ganisation to act on his/her behalf. It also provides the possibility for Member States
to allow non-for profit organisations to take action in their own initiative to defend col-
lective interests in the area of data protection. This should also be explicitly allowed
under the ePrivacy Regulation to guarantee a comprehensive redress and enforce-
ment framework.
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EU-Commission’s proposal

vzbv's amendments

(5)The provisions of this Regulation par-
ticularise and complement the general
rules on the protection of personal data
laid down in Regulation (EU) 2016/679 as
regards electronic communications data
that qualify as personal data. This Regu-
lation therefore does not lower the level of
protection enjoyed by natural persons
under Regulation (EU) 2016/679. Pro-
cessing of electronic communications
data by providers of electronic com-
munications services should only be
permitted in accordance with this
Regulation.

(5)The provisions of this Regulation par-
ticularise and complement the general
rules on the protection of personal data
laid down in Regulation (EU) 2016/679 as
regards electronic communications data
that qualify as personal data. This Regula-
tion therefore should not lower the level
of protection enjoyed by natural persons
under Regulation (EU) 2016/679. On the
contrary, it aims to provide additional,
and complementary, safeguards taking
into account the need for additional
protection as regards the confidentiali-
ty of communications. Processing of
electronic communications data should
only be permitted in accordance with,
and on alegal ground specifically pro-
vided under, this Regulation.

vzbv supports the rapporteur’s amendment,

but improvements are necessary. There-

fore, vzbv supports the EDPS’ proposal, that doesn’t limit the scope to providers of

electronic communications services.

Amendment 2: Recital 7

EU-Commission’s proposal

vzbv's amendments

(7) The Member States should be al-
lowed, within the limits of this Regula-
tion, to maintain or introduce national
provisions to further specify and clarify
the application of the rules of this Regu-
lation in order to ensure an effective
application and interpretation of those
rules. Therefore, the margin of discre-
tion, which Member States have in this
regard, should maintain a balance be-
tween the protection of private life and
personal data and the free movement of
electronic communications data.

deleted

vzbv fully supports the rapporteur’'s amendment
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Amendment 3: Recital 8
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EU-Commission’s proposal

vzbv's amendments

(8)This Regulation should apply to provid-
ers of electronic communications ser-
vices, to providers of publicly available
directories, and to software providers
permitting electronic communications,
including the retrieval and presentation of
information on the internet. This Regula-
tion should also apply to natural and legal
persons who use electronic communica-
tions services to send direct marketing
commercial communications or collect
information related to or stored in end-
users’ terminal equipment.

(8)This Regulation should apply to pro-
viders of electronic communications ser-
vices, to providers of publicly available
directories, and to providers of software
and hardware permitting electronic com-
munications, including the retrieval and
presentation of information on the inter-
net. This Regulation should also apply to
natural and legal persons who use elec-
tronic communications services to send
direct marketing communications or pro-
cess information related to, processed
by or stored in end-users’ terminal
equipment

vzbv supports the rapporteur’s amendment, but improvements are necessary.

To archive legal certainty the Regulation should also apply to manufacturers of hard-

ware permitting electronic communications.

To align the Regulation to the GDPR, to archive legal certainty and to protect the con-
fidentiality of electronic communications, the term “collection” should be replaced by

the term “processing”.

Amendment 4: Recital 9

EU-Commission’s proposal

vzbv's amendments

(9) This Regulation should apply to elec-
tronic communications data processed in
connection with the provision and use of
electronic communications services in the
Union, regardless of whether or not the
processing takes place in the Union.
Moreover, in order not to deprive end-
users in the Union of effective protection,
this Regulation should also apply to elec-
tronic communications data processed in
connection with the provision of electronic
communications services from outside
the Union to end-users in the Union.

(9) This Regulation should apply to elec-
tronic communications data processed in
connection with the provision and use of
electronic communications services in the
Union, regardless of whether or not the
processing takes place in the Union.
Moreover, in order not to deprive end-
users in the Union of effective protection,
this Regulation should also apply to elec-
tronic communications data processed in
connection with the provision of electronic
communications services from outside the
Union to end-users in the Union. This
should be the case irrespective of
whether the electronic communications
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are connected to a payment or not.

vzbv fully supports the rapporteur’'s amendment

Amendment 5: Recital 11

EU-Commission’s proposal

vzbv's amendments

(11) The services used for communica-
tions purposes, and the technical means
of their delivery, have evolved considera-
bly. End-users increasingly replace tradi-
tional voice telephony, text messages
(SMS) and electronic mail conveyance
services in favour of functionally equiva-
lent online services such as Voice over IP,
messaging services and web-based e-mail
services. In order to ensure an effective
and equal protection of end-users when
using functionally equivalent services, this
Regulation uses the definition of elec-
tronic communications services set
forth in the [Directive of the European
Parliament and of the Council estab-
lishing the European Electronic Commu-
nications Code]. That definition encom-
passes not only internet access services
and services consisting wholly or partly in
the conveyance of signals but also inter-
personal communications services, which
may or may not be number-based, such
as for example, Voice over IP, messaging
services and web-based e-mail services.
The protection of confidentiality of com-
munications is crucial also as regards in-
terpersonal communications services that
are ancillary to another service; therefore,
such type of services also having a com-
munication functionality should be covered
by this Regulation.

(11) The services used for communica-
tions purposes, and the technical means
of their delivery, have evolved considera-
bly. End-users increasingly replace tradi-
tional voice telephony, text messages
(SMS) and electronic messages convey-
ance services in favour of functionally
equivalent online services such as Voice
over IP, messaging services and web-
based e-mail services. This Regulation
aims at ensuring an effective and equal
protection of end-users when using func-
tionally equivalent services, so as to en-
sure the protection of confidentiality,
irrespective of the technological medi-
um chosen. Electronic communications
services encompass not only internet
access services and services consisting
wholly or partly in the conveyance of sig-
nals but also interpersonal communica-
tions services, which may or may not be
number-based, such as for example,
Voice over IP, messaging services and
web-based e-mail services. The protec-
tion of confidentiality of communications
is crucial also as regards interpersonal
communications services that are ancil-
lary to another service; therefore, such
type of services also having a communi-
cation functionality should be covered by
this Regulation.

vzbv supports the rapporteur’s amendment, but improvements are necessary. To avoid
confusion with e-mail (as defined under RFC 5322), vzbv suggests in line with the
EDPS’ opinion to replace the term “electronic mail” by the more general term “electron-

ic message”.
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Amendment 6: Recital 13
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EU-Commission’s proposal

vzbv's amendments

(13) The development of fast and efficient
wireless technologies has fostered the
increasing availability for the public of
internet access via wireless networks
accessible by anyone in public and semi-
private spaces such as ‘hotspots’ situat-
ed at different places within a city, de-
partment stores, shopping malls and hos-
pitals. To the extent that those communi-
cations networks are provided to an un-
defined group of end-users, the confi-
dentiality of the communications transmit-
ted through such networks should be pro-
tected. The fact that wireless electronic
communications services may be ancil-
lary to other services should not stand in
the way of ensuring the protection of con-
fidentiality of communications data and
application of this Regulation. Therefore,
this Regulation should apply to electronic
communications data using electronic
communications services and public
communications networks. In contrast,
this Regulation should not apply to closed
groups of end-users such as corporate
networks, access to which is limited to
members of the corporation.

(13) The development of fast and efficient
wireless technologies has fostered the
increasing availability for the public of in-
ternet access via wireless networks ac-
cessible by anyone in public and semi-
private spaces such as Wi-Fi access
points situated at different places within a
city, for example department stores,
shopping malls and hospitals, as well as
airports, hotels and restaurants. Those
Wi-Fi access points might require a
login or provide a password and might
be provided also by public administra-
tions. To the extent that those communi-
cations networks are provided to users,
the confidentiality of the communications
transmitted through such networks should
be protected. The fact that wireless elec-
tronic communications services may be
ancillary to other services should not
stand in the way of ensuring the protection
of confidentiality of communications data
and application of this Regulation. There-
fore, this Regulation should apply to elec-
tronic communications data using elec-
tronic communications services and public
communications networks, except elec-
tronic communication content which
was manifestly made public by the us-
er. In contrast, this Regulation should not
apply to closed groups of end-users such
as corporate intranet networks, access to
which is limited to members of an organi-
sation.

vzbv supports the rapporteur’s amendment, but improvements are necessary. To en-
sure that the confidentiality of communications is comprehensively protected, the Reg-
ulation should cover all electronic communications except electronic communication
content which was manifestly made public by the user.
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EU-Commission’s proposal

vzbv's amendments

(14) Electronic communications data
should be defined in a sufficiently broad
and technology neutral way so as to en-
compass any information concerning the
content transmitted or exchanged (elec-
tronic communications content) and the
information concerning an end-user of
electronic communications services pro-
cessed for the purposes of transmitting,
distributing or enabling the exchange of
electronic communications content; in-
cluding data to trace and identify the
source and destination of a communica-
tion, geographical location and the date,
time, duration and the type of communica-
tion. Whether such signals and the related
data are conveyed by wire, radio, optical
or electromagnetic means, including satel-
lite networks, cable networks, fixed (cir-
cuit- and packet-switched, including inter-
net) and mobile terrestrial networks, elec-
tricity cable systems, the data related to
such signals should be considered as
electronic communications metadata and
therefore be subject to the provisions of
this Regulation. Electronic communica-
tions metadata may include information
that is part of the subscription to the ser-
vice when such information is processed
for the purposes of transmitting, distrib-
uting or exchanging electronic communi-
cations content.

(14) Electronic communications data
should be defined in a sufficiently broad
and technology neutral way so as to en-
compass any information concerning the
content transmitted or exchanged (elec-
tronic communications content) and the
information concerning an end-user of
electronic communications services pro-
cessed for the purposes of transmitting,
distributing or enabling the exchange of
electronic communications content; in-
cluding data to trace and identify the
source and destination of a communica-
tion, geographical location and the date,
time, duration and the type of communica-
tion. It should also include specific lo-
cation data, such as for example, the
location of the terminal equipment
from or to which a phone call or an
internet connection has been made or
the Wi-Fi access points that a device is
connected to, as well as data neces-
sary to identify users' terminal equip-
ment. Whether such signals and the re-
lated data are conveyed by wire, radio,
optical or electromagnetic means, includ-
ing satellite networks, cable networks,
fixed (circuit- and packet-switched, includ-
ing internet) and mobile terrestrial net-
works, electricity cable systems, the data
related to such signals should be consid-
ered as electronic communications
metadata and therefore be subject to the
provisions of this Regulation. Electronic
communications metadata may include
information that is part of the subscription
to the service when such information is
processed for the purposes of transmit-
ting, distributing or exchanging electronic
communications content.

vzbv fully supports the rapporteur’'s amendment
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Amendment 8: Recital 15
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EU-Commission’s proposal

vzbv's amendments

(15) Electronic communications data
should be treated as confidential. This
means that any interference with the
transmission of electronic communica-
tions data, whether directly by human
intervention or through the intermediation
of automated processing by machines,
without the consent of all the communi-
cating parties should be prohibited. The
prohibition of interception of communica-
tions data should apply during their con-
veyance, i.e. until receipt of the content of
the electronic communication by the in-
tended addressee. Interception of elec-
tronic communications data may occur,
for example, when someone other than
the communicating parties, listens to calls,
reads, scans or stores the content of elec-
tronic communications, or the associated
metadata for purposes other than the ex-
change of communications. Interception
also occurs when third parties monitor
websites visited, timing of the visits, inter-
action with others, etc., without the con-
sent of the end-user concerned. As tech-
nology evolves, the technical ways to en-
gage in interception have also increased.
Such ways may range from the installa-
tion of equipment that gathers data from
terminal equipment over targeted areas,
such as the so-called IMSI (International
Mobile Subscriber Identity) catchers, to
programs and techniques that, for exam-
ple, surreptitiously monitor browsing hab-
its for the purpose of creating end-user
profiles. Other examples of interception
include capturing payload data or content
data from unencrypted wireless networks
and routers, including browsing habits
without the end-users' consent.

(15) Any processing of electronic
communications data or any interfer-
ence with the transmission of electronic
communications, whether directly by hu-
man intervention or through the interme-
diation of automated processing by ma-
chines, without the consent of all the
communicating parties should be prohib-
ited. When the processing is allowed
under any exception to the prohibi-
tions under this Regulation, any other
processing on the basis of Article 6 of
Regulation (EU) 2016/679 should be
considered as prohibited, including
processing for another purpose on the
basis of Article 6(4) of that Regulation.
This should not prevent requesting
additional consent for new processing
operations. The prohibition of intercep-
tion of communications should apply also
during their conveyance, i.e. until receipt
of the content of the electronic communi-
cation by the intended addressee and
when stored. Interception of electronic
communications data may occur, for ex-
ample, when someone other than the
communicating parties, listens to calls,
reads, scans or stores the content of elec-
tronic communications, or the associated
metadata for purposes other than the ex-
change of communications. Interception
also occurs when other parties monitor
websites visited, timing of the visits, inter-
action with others, etc., without the con-
sent of the user concerned. As technolo-
gy evolves, the technical ways to engage
in interception have also increased. Such
ways may range from the installation of
equipment that gathers data from terminal
equipment over targeted areas, such as
the so-called IMSI (International Mobile
Subscriber Identity) catchers, to programs
and techniques that, for example, surrep-
titiously monitor browsing habits for the
purpose of creating user profiles. Other
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examples of interception include capturing
payload data or content data from unen-
crypted wireless networks and routers,
and analysis of customers' traffic data,
including browsing habits without the us-
ers' consent.

vzbv supports the rapporteur’s amendment, but improvements are necessary. As sug-
gested by the opinions of the Article 29 Working Party and the EDPS the Regulation
should not only protect the confidentiality and security of electronic communications
data when in transit, it should also be protected when stored.

Amendment 9: Recital 16

EU-Commission’s proposal

vzbv's amendments

(16)The prohibition of storage of commu-
nications is not intended to prohibit any
automatic, intermediate and transient
storage of this information insofar as this
takes place for the sole purpose of carry-
ing out the transmission in the electronic
communications network. It should not
prohibit either the processing of elec-
tronic communications data to ensure
the security and continuity of the elec-
tronic communications services, in-
cluding checking security threats such
as the presence of malware or the pro-
cessing of metadata to ensure the nec-
essary quality of service requirements,
such as latency, jitter etc.

(16)The prohibition of storage of elec-
tronic communications data is not in-
tended to prohibit any automatic, inter-
mediate and transient storage of this in-
formation insofar as this takes place for
the sole purpose of carrying out the
transmission.

For clarity and to archive legal certainty, the provisions on the processing of metadata
to ensure security and integrity, as well as necessary quality of service requirements
should be transferred to Recital 16a and be limited to the requirements and the scope
of Regulation 2015/2120. These also include the processing of electronic communica-
tion data to ensure the security of the network.

Amendment 10: Recital 16a (new)

EU-Commission’s proposal

vzbv's amendments

(16a) It should be possible for provid-
ers of electronic communications ser-
vices to process electronic communi-
cations metadata for purposes of traffic
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management pursuant to and in the
limits and the scope of Regulation
2015/2120. Certain electronic commu-
nications metadata are necessary to
enable providers to correctly bill end-
users for the services used and to al-
low end-users to verify that the cost
incurred corresponds to their actual
usage. The processing and storage of
such data for these purposes should
therefore be permitted without requir-
ing consent by the end-user concerned.
This processing includes possible pro-
cessing for customer service purposes.
Metadata may also be processed to
detect fraudulent use, or abusive use
pursuant to Directive (EU) 2013/0309.
Where a type of processing of electron-
ic communications metadata is based
on the consent of the user a data pro-
tection impact assessment and, as the
case may be, a consultation of the su-
pervisory authority should take place
prior to the processing, in accordance
with Articles 35 and 36 of Regulation
(EU) 2016/679. Moreover, the parties
involved in the processing of location
data and other metadata should make
public their methods of anonymisation
and further aggregation, without preju-
dice to secrecy obligations safeguard-
ed by law. The anonymisation method
should, once the defined purposes of
the processing have been fulfilled,
technically prevent all parties from sin-
gling out a user within a set of data or
from linking new data collected from
the users' device to the existing set of
data.

vzbv supports the rapporteur’'s amendment, but improvements are necessary. For clar-
ity and to archive legal certainty, the provisions on the processing of metadata to en-
sure security and integrity, as well as necessary quality of service requirements should
be transferred to Recital 16a and be limited to the requirements and the scope of Reg-
ulation 2015/2120. These also include the processing of electronic communication
data to ensure the security of the network.

Since metadata derived from electronic communications may reveal very sensitive and
personal information, a data protection impact assessment and, as the case may be, a
consultation of the supervisory authority should take place prior to the processing,
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when of processing of electronic communications metadata is based on the consent of

the user.

Amendment 11: Recital 17

EU-Commission’s proposal

vzbv's amendments

(17) The processing of electronic commu-
nications data can be useful for business-
es, consumers and society as a whole.
Vis-a-vis Directive 2002/58/EC, this
Regulation broadens the possibilities
for providers of electronic communica-
tions services to process electronic
communications metadata, based on
end-users consent. However, end-users
attach great importance to the confi-
dentiality of their communications, in-
cluding their online activities, and that
they want to control the use of elec-
tronic communications data for pur-
poses other than conveying the com-
munication. Therefore, this Regulation
should require providers of electronic
communications services to obtain
end-users' consent to process electron-
ic communications metadata, which
should include data on the location of
the device generated for the purposes
of granting and maintaining access and
connection to the service. Location
data that is generated other than in the
context of providing electronic com-
munications services should not be
considered as metadata. Examples
commercial usages of electronic commu-
nications metadata by providers of elec-
tronic communications services may in-
clude the provision of heatmaps; a graph-
ical representation of data using colors to
indicate the presence of individuals. To
display the traffic movements in certain
directions during a certain period of time,
an identifier is necessary to link the posi-
tions of individuals at certain time inter-
vals. This identifier would be missing if
anonymous data were to be used and
such movement could not be dis-

(17)The processing of electronic commu-
nications metadata can be useful for
businesses, consumers and society as a
whole. Examples of such usages of elec-
tronic communications metadata by pro-
viders of electronic communications ser-
vices may include the provision of
heatmaps; a graphical representation of
data using colours to indicate the pres-
ence of individuals. To display the traffic
movements in certain directions during a
certain period of time, an identifier might
be necessary to link the positions of indi-
viduals at certain time intervals, provided
that the data are immediately anony-
mised or anonymisation techniques
are used where the user is mixed with
others. Such usage of electronic com-
munications metadata could, for exam-
ple, benefit public authorities and public
transport operators to define where to
develop new infrastructure, based on the
usage of and pressure on the existing
structure.
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played. Such usage of electronic commu-
nications metadata could, for example,
benefit public authorities and public
transport operators to define where to de-
velop new infrastructure, based on the
usage of and pressure on the existing
structure. Where a type of processing of
electronic communications metadata,
in particular using new technologies,
and taking into account the nature,
scope, context and purposes of the
processing, is likely to result in a high
risk to the rights and freedoms of natu-
ral persons, a data protection impact
assessment and, as the case may be, a

consultation of the supervisory authori-

ty should take place prior to the pro-
cessing, in accordance with Articles 35
and 36 of Regulation (EU) 2016/679.
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vzbv supports the rapporteur’s amendment, but improvements are necessary.

It should be clear, that Recital 17 is about the processing of metadata (as stated in the
other parts of this Recital and the corresponding Article 6(2)).

Also, there might be situations when it is not necessary to use an identifier to display
the traffic movements in certain directions during a certain period of time.

Amendment 12: Recital 17 a (new)

EU-Commission’s proposal

vzbv's amendments

(17a) This Regulation broadens the
possibilities for providers of electronic
communications services to process
electronic communications metadata
based on users' informed consent.
However, users attach great importance
to the confidentiality of their communi-
cations, including their online activities,
and they want to control the use of their
electronic communications data for
purposes other than conveying the
communication. Therefore, this Regula-
tion should require providers of elec-
tronic communications services to ob-
tain users' consent to process electron-
ic communications metadata, which
should include data on the location of
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the device generated for the purposes
of granting and maintaining access and
connection to the service. For the pur-
poses of this Regulation, the consent of
an end-user, regardless of whether the
latter is a natural or legal person,
should have the same meaning and be
subject to the same conditions as the
consent of the data subject under
Regulation (EU) 2016/679. The end-
users should have the right to withdraw
their consent from an additional service
without breaching the contract for the
basic service. Consent for processing
electronic communications data should
not be valid if the user has no genuine
and free choice, or is unable to refuse
or withdraw consent without detriment.

vzbv supports the rapporteur’s amendment, but improvements are necessary. Not only
consent for processing data from internet or voice communications usage should be
invalid if the user has no genuine and free choice, or is unable to refuse or withdraw
consent without detriment. In line with Article 7(4) GDPR this should also apply to con-
sent for processing of electronic communications data in general.

Amendment 13: Recital 18

EU-Commission’s proposal

vzbv's amendments

(18)End-users may consent to the pro-
cessing of their metadata to receive
specific services such as protection
services against fraudulent activities
(by analysing usage data, location and
customer account in real time). In the
digital economy, services are often
supplied against counter-performance
other than money, for instance by end-

users being exposed to advertisements.

For the purposes of this Regulation,
consent of an end-user, regardless of
whether the latter is a natural or a legal
person, should have the same meaning
and be subject to the same conditions
as the data subject's consent under
Regulation (EU) 2016/679. Basic broad-
band internet access and voice com-
munications services are to be consid-

deleted
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ered as essential services for individu-
als to be able to communicate and par-
ticipate to the benefits of the digital
economy. Consent for processing data
from internet or voice communication
usage will not be valid if the data sub-
ject has no genuine and free choice, or
is unable to refuse or withdraw consent
without detriment.

Verbraucherzentrale Bundesverband e.V.

Ensuring Privacy and Confidentiality in Electronic Communications

vzbv fully supports the rapporteur’'s amendment

Amendment 14: Recital 19

EU-Commission’s proposal

vzbv's amendments

(19) The content of electronic communica-
tions pertains to the essence of the fun-
damental right to respect for private and
family life, home and communications
protected under Article 7 of the Charter.
Any interference with the content of
electronic communications should be
allowed only under very clear defined
conditions, for specific purposes and
be subject to adequate safeguards
against abuse. This Regulation provides
for the possibility of providers of electronic
communications services to process elec-
tronic communications data in transit, with
the informed consent of all the end-users
concerned. For example, providers may
offer services that entail the scanning of
emails to remove certain pre-defined ma-
terial. Given the sensitivity of the content
of communications, this Regulation sets
forth a presumption that the processing of
such content data will result in high risks
to the rights and freedoms of natural per-
sons. When processing such type of data,
the provider of the electronic communica-
tions service should always consult the
supervisory authority prior to the pro-
cessing. Such consultation should be in
accordance with Article 36 (2) and (3) of
Regulation (EU) 2016/679. The presump-
tion does not encompass the processing
of content data to provide a service re-

(19) The content of electronic communi-
cations pertains to the essence of the
fundamental right to respect for private
and family life, home and communications
protected under Article 7 of the Charter.
This Regulation provides for the possibil-
ity of providers of electronic communica-
tions services to process electronic com-
munications data when stored or in
transit, with the informed consent of all
the users concerned. For example, pro-
viders may offer services that entail the
scanning of e-mails to remove certain
pre-defined material. Given the sensitivity
of the content of communications, this
Regulation sets forth a presumption that
the processing of such content data will
result in high risks to the rights and free-
doms of natural persons. When pro-
cessing such type of data, the provider of
the electronic communications service
should always consult the supervisory
authority prior to the processing. Such
consultation should be in accordance with
Article 36 (2) and (3) of Regulation (EU)
2016/679. The presumption does not en-
compass the processing of content data
to provide a service requested by the us-
er where the user has consented to such
processing and it is carried out for the
purposes and duration strictly necessary
and proportionate for such service. After
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guested by the end-user where the end-
user has consented to such processing
and it is carried out for the purposes and
duration strictly necessary and propor-
tionate for such service. After electronic
communications content has been sent by
the end-user and received by the intend-
ed end-user or end-users, it may be rec-
orded or stored by the end-user, end-
users or by a third party entrusted by
them to record or store such data. Any
processing of such data must comply with
Regulation (EU) 2016/679.
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electronic communications content has
been sent by the user and received by
the intended user or users, it may be
recorded or stored by the user, users or
by another party entrusted by them to
record or store such data. Any processing
of such data must comply with Regulation
(EV) 2016/679.

vzbv supports the rapporteur’s amendment, but improvements are necessary. As sug-
gested by the opinions of the Article 29 Working Party and the EDPS the Regulation
should protect the confidentiality and security of electronic communications data, it

should also be protected when stored.

Amendment 15: Recital 19a (new)

EU-Commission’s proposal

vzbv's amendments

(19a) It should be possible to process
electronic communications data for the
purposes of providing services explicit-
ly requested by a user for personal or
personal work-related purposes such
as search or keyword indexing func-
tionality, virtual assistants, text-to-
speech engines and translation ser-
vices, including picture-to-voice or oth-
er automated content processing used
as accessibility tools by persons with
disabilities. This should be possible
without the consent of all users but
may only take place with the consent of
the user requesting the service. Such
specific consent also precludes the
provider from processing those data
for different purposes.

vzbv fully supports the rapporteur’'s amendment



18160

Amendment 16: Recital 20

Verbraucherzentrale Bundesverband e.V.
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EU-Commission’s proposal

vzbv's amendments

(20) Terminal equipment of end-users of
electronic communications networks and
any information relating to the usage of
such terminal equipment, whether in par-
ticular is stored in or emitted by such
equipment, requested from or processed
in order to enable it to connect to another
device and or network equipment, are part
of the private sphere of the end-users
requiring protection under the Charter of
Fundamental Rights of the European Un-
ion and the European Convention for the
Protection of Human Rights and Funda-
mental Freedoms. Given that such
equipment contains or processes infor-
mation that may reveal details of an indi-
vidual's emotional, political, social com-
plexities, including the content of com-
munications, pictures, the location of indi-
viduals by accessing the device’s GPS
capabilities, contact lists, and other infor-
mation already stored in the device, the
information related to such equipment
requires enhanced privacy protection.
Furthermore, the so-called spyware,
web bugs, hidden identifiers, tracking
cookies and other similar unwanted
tracking tools can enter end-user's
terminal equipment without their
knowledge in order to gain access to
information, to store hidden infor-
mation and to trace the activities. In-
formation related to the end-user’s de-
vice may also be collected remotely for
the purpose of identification and tracking,
using techniques such as the so-called
‘device fingerprinting’, often without the
knowledge of the end-user, and may se-
riously intrude upon the privacy of these
end-users. Techniques that surrepti-
tiously monitor the actions of end-
users, for example by tracking their
activities online or the location of their
terminal equipment, or subvert the op-
eration of the end-users’ terminal

(20) Terminal equipment of users of elec-
tronic communications networks and any
information relating to the usage of such
terminal equipment, whether in particular
is stored in or emitted by such equipment,
requested from or processed in order to
enable it to connect to another device and
or network equipment, are part of the pri-
vate sphere of the users requiring protec-
tion under the Charter of Fundamental
Rights of the European Union and the
European Convention for the Protection of
Human Rights and Fundamental Free-
doms. Given that such equipment con-
tains or processes very sensitive data
that may reveal details of the behaviour,
psychological features, emotional con-
dition and political and social prefer-
ences of an individual, including the
content of communications, pictures, the
location of individuals by accessing the
GPS capabilities of their device, contact
lists, and other information already stored
in or processed by the device, the infor-
mation related to such equipment requires
enhanced privacy protection. Information
related to or processed by the user's
device may also be processed remotely
for the purpose of identification and track-
ing, using technigues such as the so-
called ‘device fingerprinting’, often without
the knowledge of the user, and may seri-
ously intrude upon the privacy of these
users. Therefore, any such interference
with the user's terminal equipment should
be allowed only with the user's consent
and for specific and transparent purposes.
Users should receive all relevant in-
formation about the intended pro-
cessing in clear and easily under-
standable language. Such information
should be provided separately from the
terms and conditions of the service.
The use of exceptionally privacy inva-
sive technologies and techniques that
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equipment pose a serious threat to the
privacy of end-users. Therefore, any
such interference with the end-user's
terminal equipment should be allowed
only with the end-user's consent and for
specific and transparent purposes.

19160

surreptitiously monitor the actions of
users, for example by tracking their
activities online or the location of their
terminal equipment without the users’
knowledge, or subvert the operation of
the users’ terminal equipment, pose a
serious threat to the users’ privacy and
should be forbidden.

vzbv supports the rapporteur’s amendment, but improvements are necessary.

As suggested by the rapporteur in other Recitals and Articles, the Regulation should
include not only information already stored in, but also processed by the device.

To align the Regulation to the GDPR, to archive legal certainty and to protect the con-
fidentiality of electronic communications, the term “collection” should be replaced by

the term “processing”.

Exceptionally privacy invasive technology should be forbidden (e.g. so called super-
cookies and trackers designed to work surreptitiously without the knowledge or con-

sent of the end-users).

Amendment 17: Recital 21

EU-Commission’s proposal

vzbv's amendments

(21) Exceptions to the obligation to obtain
consent to make use of the processing
and storage capabilities of terminal
equipment or to access information stored
in terminal equipment should be limited to
situations that involve no, or only very
limited, intrusion of privacy. For instance,
consent should not be requested for au-
thorizing the technical storage or access
which is strictly necessary and proportion-
ate for the legitimate purpose of enabling
the use of a specific service explicitly re-
guested by the end-user. This may in-
clude the storing of cookies for the dura-
tion of a single established session on a
website to keep track of the end-user’s
input when filling in online forms over sev-
eral pages. Cookies can also be a legiti-
mate and useful tool, for example, in
measuring web traffic to a website. Infor-
mation society providers that engage in
configuration checking to provide the ser-
vice in compliance with the end-user's
settings and the mere logging of the fact

(21) Exceptions to the obligation to obtain
consent to make use of the processing
and storage capabilities of terminal
equipment or to access information
stored in terminal equipment should be
limited to situations that involve no, or
only very limited, intrusion of privacy. For
instance, consent should not be request-
ed for authorizing the technical storage or
access which is strictly necessary and
proportionate for the legitimate purpose of
enabling the use of a specific service ex-
plicitly requested by the user. This may
include the storing of information (such
as cookies and identifiers) for the dura-
tion of a single established session on a
website to keep track of the user’s input
when filling in online forms over several
pages. Tracking techniques, if imple-
mented with appropriate privacy safe-
guards, can also be a legitimate and use-
ful tool, for example, in measuring web
traffic to a website to design an infor-
mation society service requested by
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that the end-user’s device is unable to
receive content requested by the end-
user should not constitute access to
such a device or use of the device pro-
cessing capabilities.
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the user in a way to meet users' needs.
Information society providers could en-
gage in configuration checking in order
to provide the service in compliance with
the user's settings and the mere logging
revealing the fact that the user’s device
is unable to receive content requested by
the user, should not constitute illegiti-
mate access.

vzbv supports the rapporteur’s amendment, but improvements are necessary. Web
audience measurement is not a purpose by itself for the use of tracking techniques.
Therefore, the Regulation should clarify the legitimate purposes allowing to conduct
such web audience measurement, like designing an information society service re-
guested by the user in a way to meet users' needs.

Amendment 18: Recital 22

EU-Commission’s proposal

vzbv's amendments

(22) The methods used for providing in-
formation and obtaining end-user's con-
sent should be as user-friendly as possi-
ble. Given the ubiquitous use of tracking
cookies and other tracking techniques,
end-users are increasingly requested to
provide consent to store such tracking
cookies in their terminal equipment. As a
result, end-users are overloaded with
requests to provide consent. The use of
technical means to provide consent, for
example, through transparent and user-
friendly settings, may address this prob-
lem. Therefore, this Regulation should
provide for the possibility to express con-
sent by using the appropriate settings of a
browser or other application. The choices
made by end-users when establishing
its general privacy settings of a
browser or other application should be
binding on, and enforceable against, any
third parties. Web browsers are a type
of software application that permits the
retrieval and presentation of infor-
mation on the internet. Other types of
applications, such as the ones that
permit calling and messaging or pro-
vide route guidance, have also the

(22) The methods used for providing in-
formation and obtaining end-user's con-
sent should be as user-friendly as possi-
ble. Given the ubiquitous use of tracking
cookies and other tracking techniques,
users are increasingly requested to pro-
vide consent to store such information in
their terminal equipment. As a result, us-
ers are overloaded with requests to pro-
vide consent. The use of technical means
to provide consent, for example, through
transparent and user-friendly settings,
may address this problem. Therefore, this
Regulation should prevent the use of so-
called "cookie walls" and "cookie ban-
ners" that do not help users to main-
tain control over their personal infor-
mation and privacy or become in-
formed about their rights. This Regula-
tion should provide for the possibility to
express consent by technical specifica-
tions, for instance by using the appro-
priate settings of a browser or other appli-
cation. In this sense, settings must be
granular enough to control all data
processing that the user consents to
and to cover all relevant functionalities
(for example, whether websites or apps



Verbraucherzentrale Bundesverband e.V.

Ensuring Privacy and Confidentiality in Electronic Communications

same capabilities. Web browsers me-
diate much of what occurs between the
end-user and the website. From this
perspective, they are in a privileged
position to play an active role to help
the end-user to control the flow of in-
formation to and from the terminal
equipment. More particularly web
browsers may be used as gatekeepers,
thus helping end-users to prevent in-
formation from their terminal equip-
ment (for example smart phone, tablet
or computer) from being accessed or
stored.
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can collect location data from the user
or can access specific hardware such
as a webcam or microphone). Those
settings should include a signal which
is sent to the other parties to inform
them about the user's intentions with
regard to consent or objection. The
signals shall be binding on, and enforce-
able against, other parties.

vzbv supports the rapporteur’s amendment, but improvements are necessary.

As a general rule, the obligations of “privacy by design” and “privacy by default” should
also apply to hardware manufacturers and providers of software permitting electronic
communications. Therefore, these settings shall be binding on, and enforceable

against, any other party.

vzbv suggests to use a more technological neutral wording, since cookies are just one
tracking technique and web browsers are just one example to control such techniques.

Amendment 19: Recital 23

EU-Commission’s proposal

vzbv's amendments

(23)The principles of data protection by
design and by default were codified under
Article 25 of Regulation (EU) 2016/679.
Currently, the default settings for
cookies are set in most current brows-
ers to ‘accept all cookies’. Therefore
providers of software enabling the re-
trieval and presentation of information on
the internet should have an obligation to
configure the software so that it offers
the option to prevent third parties from
storing information on the terminal
equipment; this is often presented as
‘reject third party cookies’. End-users
should be offered a set of privacy set-
ting options, ranging from higher (for
example, ‘never accept cookies’) to
lower (for example, ‘always accept
cookies’) and intermediate (for exam-
ple, ‘reject third party cookies’ or ‘only

(23)The principles of data protection by
design and by default were codified under
Article 25 of Regulation (EU) 2016/679.
Therefore, hardware manufacturers and
providers of software permitting elec-
tronic communications, including the
retrieval and presentation of information
on the internet should have an obligation
to configure the devices and software so
that their default settings provide the
highest level of privacy protection
possible, protecting users’ against
cross-domain tracking and unauthor-
ised interferences with their communi-
cations and terminal equipment. If the
device or software offers an option to
change the default privacy setting, it
should offer the user the possibility to
express his or her specific consent or
his or her objection to the processing



Verbraucherzentrale Bundesverband e.V.
22160 Ensuring Privacy and Confidentiality in Electronic Communications

accept first party cookies’). Such priva- of personal data through technical

cy settings should be presented in a an specifications at any time. Such privacy

easily visible and intelligible manner. settings should be presented in an easily
visible, objective and intelligible manner.
They should be easily accessible and
modifiable during the use of the device
or software. Information provided
should not incentivise users to select
lower privacy settings and should in-
clude relevant information about the
risks associated with each setting.

Privacy must be the default setting in all software and devices, building on the princi-
ples for data protection by design and by default established in Article 25 of the GDPR,
to effectively protect the rights of users in a user-friendly way. Software and hardware
permitting electronic communications, should have to be configured so that their de-
fault settings provide the highest level of privacy protection possible, protecting users’
against cross-domain tracking and unauthorised interferences with their communica-
tions and terminal equipment.

If devices or software offer an option to change the default privacy setting, they should
offer the user the possibility to express his or her specific consent or his or her objec-
tion to the processing of personal data through technical specifications at any time.

vzbv suggests to use a more technological neutral wording, since cookies are just one
tracking technigue and web browsers are just one example to control such techniques.

Amendment 20: Recital 23a (new)

EU-Commission’s proposal vzbv’'s amendments

(23a)Children merit specific protection
with regard to their online privacy.
They usually start using the internet at
an early age and become very active
users. Yet, they may be less aware of
the risks and consequences associat-
ed to their online activities, as well as
less aware of their rights. Specific
safeguards are necessary in relation to
the use of children’s data, notably for
the purposes of marketing and the cre-
ation of personality or user profiles.

Children deserve special protection against tracking and against the use of their com-
munications data for advertising purposes.
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Amendment 21: Recital 24

EU-Commission’s proposal vzbv’'s amendments

(24) For web browsers to be able to deleted
obtain end-users’ consent as defined
under Regulation (EU) 2016/679, for
example, to the storage of third party
tracking cookies, they should, among
others, require a clear affirmative ac-
tion from the end-user of terminal
equipment to signify his or her freely
given, specific informed, and unambig-
uous agreement to the storage and ac-
cess of such cookies in and from the
terminal equipment. Such action may
be considered to be affirmative, for ex-
ample, if end-users are required to ac-
tively select ‘accept third party cook-
ies’ to confirm their agreement and are
given the necessary information to
make the choice. To this end, it is nec-
essary to require providers of software
enabling access to internet that, at the
moment of installation, end-users are
informed about the possibility to
choose the privacy settings among the
various options and ask them to make
a choice. Information provided should
not dissuade end-users from selecting
higher privacy settings and should in-
clude relevant information about the
risks associated to allowing third party
cookies to be stored in the computer,
including the compilation of long-term
records of individuals' browsing histo-
ries and the use of such records to
send targeted advertising. Web brows-
ers are encouraged to provide easy
ways for end-users to change the pri-
vacy settings at any time during use
and to allow the user to make excep-
tions for or to whitelist certain websites
or to specify for which websites (third)
party cookies are always or never al-
lowed.

vzbv fully supports the rapporteur’'s amendment
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Amendment 22: Recital 25
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EU-Commission’s proposal

vzbv's amendments

(25) Accessing electronic communica-
tions networks requires the regular emis-
sion of certain data packets in order to
discover or maintain a connection with
the network or other devices on the net-
work. Furthermore, devices must have a
unique address assigned in order to be
identifiable on that network. Wireless and
cellular telephone standards similarly
involve the emission of active signals
containing unique identifiers such as a
MAC address, the IMEI (International
Mobile Station Equipment Identity), the
IMSI etc. A single wireless base station
(i.e. a transmitter and receiver), such as
a wireless access point, has a specific
range within which such information may
be captured. Service providers have
emerged who offer tracking services
based on the scanning of equipment re-
lated information with diverse functionali-
ties, including people counting, providing
data on the number of people waiting in
line, ascertaining the number of people in
a specific area, etc. This information may
be used for more intrusive purposes,
such as to send commercial messages to
end-users, for example when they enter
stores, with personalized offers. While
some of these functionalities do not entail
high privacy risks, others do, for exam-
ple, those involving the tracking of indi-
viduals over time, including repeated
visits to specified locations. Providers
engaged in such practices should dis-
play prominent notices located on the
edge of the area of coverage informing
end-users prior to entering the defined
area that the technology is in operation
within a given perimeter, the purpose of
the tracking, the person responsible for it
and the existence of any measure the
end-user of the terminal equipment
can take to minimize or stop the col-
lection. Additional information should be

(25) Accessing electronic communications
networks requires the regular emission of
certain data packets in order to discover or
maintain a connection with the network or
other devices on the network. Further-
more, devices must have a unique address
assigned in order to be identifiable on that
network. Wireless and cellular telephone
standards similarly involve the emission of
active signals containing unique identifiers
such as a MAC address, the IMEI (Interna-
tional Mobile Station Equipment Identity),
the IMSI etc. A single wireless base station
(i.e. a transmitter and receiver), such as a
wireless access point, has a specific range
within which such information may be cap-
tured. Service providers have emerged
who offer tracking services based on the
scanning of equipment related information
with diverse functionalities, including peo-
ple counting, providing data on the number
of people waiting in line, ascertaining the
number of people in a specific area, etc.
This information may be used for more
intrusive purposes, such as to send com-
mercial messages to users, for example
when they enter stores, with personalised
offers. While some of these functionalities
do not entail high privacy risks, others do,
for example, those involving the tracking of
individuals over time, including repeated
visits to specified locations. Users’ priva-
cy should be adequately protected in
these situations. Information emitted by
terminal equipment of users when con-
necting to a network or other device
should only be processed for specific
and transparent purposes if the users
have consented or if the processing is
necessary for statistical counting, as
long as such counting is carried out for
public interest or public utility purpos-
es, and if there are no other means to
achieve the envisaged purpose, includ-
ing processing of anonymised data, and
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provided where personal data are col-
lected pursuant to Article 13 of Regula-
tion (EU) 2016/679.
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that the measures established in Article
35 and Article 36 of Regulation (EU)
2016/679 have been fulfilled. Providers
engaged in such practices shall ensure
the principle of data minimisation by
appropriate technical and organisation-
al measures such as pseudonymisation
of the information, restriction of the
processing in terms of time and space
to the extent strictly necessary for this
purpose and anonymisation or erasure
as soon as itis no longer needed for
this purpose.

They shall also display prominent notices
located on the edge of the area of cover-
age informing users prior to entering the
defined area that the processing for sta-
tistical counting is in operation within a
given perimeter, the purpose of the track-
ing, the person responsible for it and the
users’ right to object the processing.
Additional information should be provided
where personal data are processed pur-
suant to Article 13 of Regulation (EU)
2016/679.

vzbv supports the rapporteur’s amendment, but improvements are needed.

To prevent high privacy risks for the users, the Regulation should make clear, that it is
only legitimate to process information emitted by terminal equipment of users on the
basis of their consent or for statistical counting for public interest or public utility pur-
poses, provided that there are no other means to archive the envisaged purpose and
provided that necessary privacy safeguards have been put in place.

To align the Regulation to the GDPR, to archive legal certainty and to protect the con-
fidentiality of electronic communications, the term “collection” should be replaced by

the term “processing”.

Amendment 23: Recital 32

EU-Commission’s proposal

vzbv's amendments

(32) In this Regulation, direct marketing
refers to any form of advertising by which
a natural or legal person sends direct
marketing communications directly to one
or more identified or identifiable end-users
using electronic communications services.
In addition to the offering of products and

(32) In this Regulation, direct marketing
refers to any form of advertising by which
a natural or legal person sends direct
marketing communications directly to one
or more identified or identifiable end-users
using electronic communications services,
regardless of the form it takes. In addi-
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services for commercial purposes, this
should also include messages sent by
political parties that contact natural per-
sons via electronic communications ser-
vices in order to promote their parties.
The same should apply to messages sent
by other non-profit organisations to sup-
port the purposes of the organisation.
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tion to the offering of products and ser-
vices for commercial purposes, this
should also include messages sent by
political parties that contact natural per-
sons via electronic communications ser-
vices in order to promote their parties.
The same should apply to messages sent
by other non-profit organisations to sup-
port the purposes of the organisation.

vzbv fully supports the rapporteur’'s amendment

Amendment 24: Recital 33

EU-Commission’s proposal

vzbv's amendments

(33) Safeguards should be provided to
protect end-users against unsolicited
communications for direct marketing pur-
poses, which intrude into the private life
of end-users. The degree of privacy intru-
sion and nuisance is considered relatively
similar independently of the wide range of
technologies and channels used to con-
duct these electronic communications,
whether using automated calling and
communication systems, instant messag-
ing applications, emails, SMS, MMS,
Bluetooth, etc. It is therefore justified to
require that consent of the end-user is
obtained before commercial electronic
communications for direct marketing pur-
poses are sent to end-users in order to
effectively protect individuals against the
intrusion into their private life as well as
the legitimate interest of legal persons.
Legal certainty and the need to ensure
that the rules protecting against unsolicit-
ed electronic communications remain fu-
ture-proof justify the need to define a sin-
gle set of rules that do not vary according
to the technology used to convey these
unsolicited communications, while at the
same time guaranteeing an equivalent
level of protection for all citizens through-
out the Union. However, it is reasonable
to allow the use of e-mail contact details
within the context of an existing customer

(33) Safeguards should be provided to
protect end-users against unsolicited
communications or direct marketing,
which intrude into the private life of end-
users. The degree of privacy intrusion and
nuisance is considered relatively similar
independently of the wide range of tech-
nologies and channels used to conduct
these electronic communications, whether
using automated calling and communica-
tion systems, instant messaging applica-
tions, e-mails, SMS, MMS, Bluetooth, etc.
It is therefore justified to require that con-
sent of the end-user is obtained before
commercial electronic communications for
direct marketing purposes are sent to
end-users in order to effectively protect
individuals against the intrusion into their
private life as well as the legitimate inter-
est of legal persons. Legal certainty and
the need to ensure that the rules protect-
ing against unsolicited electronic commu-
nications remain future-proof and justify
the need to define a single set of rules
that do not vary according to the technol-
ogy used to convey these unsolicited
communications, while at the same time
guaranteeing an equivalently high level
of protection for all individuals through-
out the Union. However, it is reasonable
to allow the use of e-mail contact details
within the context of an existing customer
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relationship for the offering of similar
products or services. Such possibility
should only apply to the same company
that has obtained the electronic contact
details in accordance with Regulation
(EV) 2016/679.

27160

relationship for the offering of similar
products or services. Such possibility
should only apply to the same company
that has obtained the electronic contact
details in accordance with Regulation
(EV) 2016/679.

vzbv fully supports the rapporteur’'s amendment

Amendment 25: Recital 35

EU-Commission’s proposal

vzbv's amendments

(35)In order to allow easy withdrawal of
consent, legal or natural persons conduct-
ing direct marketing communications by
email should present a link, or a valid
electronic mail address, which can be
easily used by end-users to withdraw their
consent. Legal or natural persons con-
ducting direct marketing communications
through voice-to-voice calls and through
calls by automating calling and communi-
cation systems should display their identi-
ty line on which the company can be
called or present a specific code identify-
ing the fact that the call is a marketing
call.

(35)In order to allow easy withdrawal of
consent, legal or natural persons conduct-
ing direct marketing communications by e-
mail should present a link, or a valid elec-
tronic e-mail address, which can be easily
used by end-users to withdraw their con-
sent. Legal or natural persons conducting
direct marketing communications through
voice-to-voice calls and through calls by
automating calling and communication
systems should display their identity line
on which the company can be called and
may present a specific code identifying
the fact that the call is a marketing call.

The German Telecommunications Act stipulates that natural or legal persons using
electronic communications services for the purposes of placing direct marketing calls
have to present the identity of a line on which they can be contacted. It would be unac-
ceptable if the Regulation falls back behind existing national law by the possibility to
choose between the contact line identification or the presentation of a specific code/or

prefix.

Amendment 26: Recital 36

EU-Commission’s proposal

vzbv's amendments

(36) Voice-to-voice direct marketing
calls that do not involve the use of au-
tomated calling and communication
systems, given that they are more cost-
ly for the sender and impose no finan-
cial costs on end-users. Member States
should therefore be able to establish

deleted
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and or maintain national systems only
allowing such calls to end-users who
have not objected.
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vzbv fully supports the rapporteur’'s amendment

Amendment 27: Recital 37

EU-Commission’s proposal

vzbv's amendments

(37) Service providers who offer electron-
ic communications services should in-
form end- users of measures they can
take to protect the security of their
communications for instance by using
specific types of software or encryption
technologies. The requirement to inform
end-users of particular security risks does
not discharge a service provider from the
obligation to take, at its own costs, ap-
propriate and immediate measures to
remedy any new, unforeseen security
risks and restore the normal security level
of the service. The provision of infor-
mation about security risks to the sub-
scriber should be free of charge. Security
is appraised in the light of Article 32 of
Regulation (EU) 2016/679.

(37) Service providers who offer electronic
communications services should process
electronic communications data in
such a way as to prevent unauthorised
access, disclosure or alteration, ensure
that such unauthorised access, disclo-
sure or alteration is capable of being
ascertained, and also ensure that such
electronic communications data are pro-
tected by using specific types of software
and encryption technologies. The re-
guirement to inform end-users of particular
security risks does not discharge a service
provider from the obligation to take, at its
own costs, appropriate and immediate
measures to remedy any new, unforeseen
security risks and restore the normal secu-
rity level of the service. The provision of
information about security risks to the
subscriber should be free of charge. Secu-
rity is appraised in the light of Article 32 of
Regulation (EU) 2016/679. The obliga-
tions of Article 40 of the [European
Electronic Communications Code]
should apply to all services within the
scope of this Regulation as regards the
security of networks and services and
related security obligations thereto.

vzbv fully supports the rapporteur’'s amendment

Amendment 28: Recital 37a (new)

EU-Commission’s proposal

vzbv's amendments

(37a) As end-users’ daily use of digital
technology continues to increase and
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connected devices are set to become
ubiquitous, end-users should have the
right to secure communications, private
networks and terminal equipment with
the best available technologies against
unlawful intrusions. It should be prohib-
ited for other parties to circumvent the
protective measures taken by users.

This amendment is necessary to ensure that the confidentiality of communications is
comprehensively protected and to prevent privacy risks for the users.

Amendment 29: Recital 41

EU-Commission’s proposal

vzbv's amendments

(41) In order to fulfil the objectives of this
Regulation, namely to protect the funda-
mental rights and freedoms of natural
persons and in particular their right to the
protection of personal data and to ensure
the free movement of personal data within
the Union, the power to adopt acts in ac-
cordance with Article 290 of the Treaty
should be delegated to the Commission to
supplement this Regulation. In particular,
delegated acts should be adopted in re-
spect of the information to be presented,
including by means of standardised icons
in order to give an easily visible and intel-
ligible overview of the collection of infor-
mation emitted by terminal equipment, its
purpose, the person responsible for it and
of any measure the end-user of the termi-
nal equipment can take to minimise the
collection. Delegated acts are also nec-
essary to specify a code to identify direct
marketing calls including those made
through automated calling and communi-
cation systems. It is of particular im-
portance that the Commission carries out
appropriate consultations and that those
consultations be conducted in accordance
with the principles laid down in the Interin-
stitutional Agreement on Better Law-
Making of 13 April 2016. In particular, to
ensure equal participation in the prepara-
tion of delegated acts, the European Par-

(41) In order to fulfil the objectives of this
Regulation, namely to protect the funda-
mental rights and freedoms of natural
persons and in particular their right to the
protection of personal data and to ensure
the free movement of personal data within
the Union, the power to adopt acts in ac-
cordance with Article 290 of the Treaty
should be delegated to the Commission to
supplement this Regulation. In particular,
delegated acts should be adopted in re-
spect of the information to be presented,
including by means of standardised icons
in order to give an easily visible and intel-
ligible overview of the processing of in-
formation emitted by terminal equipment,
its purpose, the person responsible for it
and of any measure the end-user of the
terminal equipment can take to minimise
the processing. Delegated acts are also
necessary to specify a code to identify
direct marketing calls including those
made through automated calling and
communication systems. It is of particular
importance that the Commission carries
out appropriate consultations and that
those consultations be conducted in ac-
cordance with the principles laid down in
the Interinstitutional Agreement on Better
Law-Making of 13 April 2016. In particu-
lar, to ensure equal participation in the
preparation of delegated acts, the Euro-
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liament and the Council receive all docu-
ments at the same time as Member
States' experts, and their experts system-
atically have access to meetings of Com-
mission expert groups dealing with the
preparation of delegated acts. Further-
more, in order to ensure uniform condi-
tions for the implementation of this Regu-
lation, implementing powers should be
conferred on the Commission when pro-
vided for by this Regulation. Those pow-
ers should be exercised in accordance
with Regulation (EU) No 182/2011.
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pean Parliament and the Council receive
all documents at the same time as Mem-
ber States' experts, and their experts sys-
tematically have access to meetings of
Commission expert groups dealing with
the preparation of delegated acts. Fur-
thermore, in order to ensure uniform con-
ditions for the implementation of this Reg-
ulation, implementing powers should be
conferred on the Commission when pro-
vided for by this Regulation. Those pow-
ers should be exercised in accordance
with Regulation (EU) No 182/2011.

To align the Regulation to the GDPR, to archive legal certainty and to protect the con-
fidentiality of electronic communications, the term “collection” should be replaced by

the term “processing”.

Amendment 30: Article 1 — paragraph 3

EU-Commission’s proposal

vzbv's amendments

3. The provisions of this Regulation par-
ticularise and complement Regulation
(EV) 2016/679 by laying down specific
rules for the purposes mentioned in par-
agraphs 1 and 2.

3. The provisions of this Regulation partic-
ularise and complement Regulation (EU)
2016/679 by laying down specific rules for
the purposes mentioned in paragraphs 1
and 2. Therefore,

(a)processing of electronic communica-
tions data shall only be permitted on a
legal ground specifically provided un-
der this Regulation,

(b)processing of electronic communi-
cations data for other purposes shall
only be permitted on a legal ground
specifically provided under this Regula-
tion,

(c)except as otherwise provided, the
provisions of the Regulation (EU)
2016/679 shall apply when personal
data is processed.

This amendment is necessary to clarify the relationship between this Regulation and
the GDPR. It has to be clear, that regarding the substantive law (lawfulness of pro-
cessing) the ePrivacy Regulation prevails over the GDPR. In all other cases (e.g. re-
garding principles relating to processing of personal data, conditions for consent, con-
ditions to child's consent, rights of the data subject, obligations of the controller and
processor, ...) the ePrivacy Regulation should complement the GDPR. This approach
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is inspired by paragraph 12 of the German Telemedia Act.

Amendment 31: Article 2 — paragraph 1

EU-Commission’s proposal

vzbv's amendments

1.This Regulation applies to the pro-
cessing of electronic communications
data carried out in connection with the
provision and the use of electronic com-
munications services and to information
related to the terminal equipment of end-
users.

1.This Regulation applies to the pro-
cessing of electronic communications data
carried out in connection with the provision
and the use of electronic communications
services, irrespective of whether a pay-
ment is required; to the protection of
information related to or processed by
the terminal equipment of; to the placing
on the market of software and hardware
enabling electronic communications; to
the provision of publicly available di-
rectories of users and to the sending
direct marketing to users via electronic
communications..

This amendment seeks to bring clarity to the scope of application of the legislation. To
archive legal certainty the Regulation should also clearly apply to providers of hard-

ware and software permitting electronic communications, to providers of publicly avail-
able directories and to the use of electronic communications to send direct marketing.

Amendment 32: Article 3 — paragraph 1 —

point a

EU-Commission’s proposal

vzbv's amendments

(a)the provision of electronic communica-
tions services to end-users in the Union,
irrespective of whether a payment of the
end-user is required,;

(a)the provision of electronic communica-
tions services or of software and hard-
ware enabling electronic communica-
tions to end-users in the Union, irrespec-
tive of whether a payment of the end-user
is required;

This amendment seeks to bring clarity to the scope of application of the legislation. To
archive legal certainty the Regulation should also apply to manufacturers of hardware

permitting electronic communications.

Amendment 33: Article 3 — paragraph 1 —

point ¢

EU-Commission’s proposal

vzbv's amendments

(c) the protection of information related to

(c) the protection of information related to
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the terminal equipment of end-users |lo-
cated in the Union.
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or processed by the terminal equipment
of end-users in the Union.

vzbv fully supports the rapporteur’'s amendment

Amendment 34: Article 3 — paragraph 2

EU-Commission’s proposal

vzbv's amendments

2. Where the provider of an electronic
communications service is not estab-
lished in the Union it shall designate in
writing a representative in the Union.

2. Where the provider of an electronic
communications service, provider of a
publicly available directory, software
provider enabling electronic communi-
cations or person sending direct mar-
keting commercial communications or
processing (other) information related
to or stored in the end-users terminal
equipment is not established in the Union
it shall designate in writing a representa-
tive in the Union.

vzbv supports the rapporteur’s amendment, but improvements are necessary. To align
the Regulation to the GDPR, to archive legal certainty and to protect the confidentiality
of electronic communications, the term “collection” should be replaced by the term

“processing”

Amendment 35: Article 4 — paragraph 2

EU-Commission’s proposal

vzbv's amendments

2. For the purposes of point (b) of para-
graph 1, the definition of ‘interpersonal
communications service’ shall include
services which enable interpersonal
and interactive communication merely
as a minor ancillary feature that is in-
trinsically linked to another service.

deleted

vzbv fully supports the rapporteur’'s amendment

Amendment 36: Article 4 — paragraph 3 —

point -a (new)

EU-Commission’s proposal

vzbv's amendments

(-a) ‘electronic communications net-

work' means a transmission system,
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whether or not based on a permanent
infrastructure or centralised admin-
istration capacity, and, where applica-
ble, switching or routing equipment
and other resources, including network
elements which are not active, which
permit the conveyance of signals by
wire, radio, optical or other electro-
magnetic means, including satellite
networks, electricity cable systems, to
the extent that they are used for the
purpose of transmitting signals, net-
works used for radio and television
broadcasting, and cable television net-
works, irrespective of the type of in-
formation conveyed;

vzbv fully supports the rapporteur’'s amendment

Amendment 37: Article 4 — paragraph 3 — point -a a (new)

EU-Commission’s proposal vzbv’'s amendments

(-aa) 'electronic communications ser-
vice' means a service provided via elec-
tronic communications networks,
whether for remuneration or not, which
encompasses one or more of the fol-
lowing: an 'internet access service' as
defined in Article 2(2) or Regulation
(EV) 2015/2120; an interpersonal com-
munications service; a service consist-
ing wholly or mainly in the conveyance
of the signals, such as a transmission
service used for the provision of a ma-
chine-to-machine service and for
broadcasting, but excludes information
conveyed as part of a broadcasting
service to the public over an electronic
communications network or service
except to the extent that the infor-
mation can be related to the identifiable
subscriber or user receiving the infor-
mation:;

vzbv fully supports the rapporteur’'s amendment
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Amendment 38: Article 4 — paragraph 3 — point -a b (new)

EU-Commission’s proposal

vzbv's amendments

(-ab) 'interpersonal communications
service' means a service, provided for
remuneration or not, that enables direct
interpersonal and interactive exchange
of information via all electronic com-
munications networks; it includes ser-
vices enabling interpersonal and inter-
active communication merely as a mi-
nor ancillary feature that is intrinsically
linked to another service; it excludes
electronic communication content,
which was demonstrably made public
by the user.

To ensure that the confidentiality of communications is comprehensively protected, the
Regulation should cover all electronic communications except electronic communica-
tion content which was demonstrably made public by the user.

Amendment 39: Article 4 — paragraph 3 — point -a ¢ (new)

EU-Commission’s proposal

vzbv's amendments

(-ac) 'number-based interpersonal
communications service' means an
interpersonal communications service
which connects to the public switched
telephone network, either by means of
assighed numbering resources, i.e.
number or numbers in national or in-
ternational telephone numbering plans,
or by enabling communication with a
number or numbers in national or in-
ternational telephone numbering plans;

vzbv fully supports the rapporteur’'s amendment

Amendment 40: Article 4 — paragraph 3 — point -a d (new)

EU-Commission’s proposal

vzbv's amendments

(-ad) 'number-independent interperson-
al communications service' means an
interpersonal communications service
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which does not connect with the public
switched telephone network, either by
means of assigned numbering re-
sources, i.e. a number or numbers in
national or international telephone
numbering plans, or by enabling com-
munication with a number or numbers
in national or international telephone
numbering plans;

vzbv fully supports the rapporteur’'s amendment

Amendment 41: Article 4 — paragraph 3 — point -a e (new)

EU-Commission’s proposal

vzbv's amendments

(-ae) 'end-user' means a legal entity or a
natural person using or requesting a
publicly available electronic communi-
cations service;

vzbv fully supports the rapporteur’'s amendment

Amendment 42: Article 4 — paragraph 3 — point -a f (new)

EU-Commission’s proposal

vzbv's amendments

(-af) 'user' means any natural person
using a publicly available electronic
communications service, for private or
business purposes, without necessari-
ly having subscribed to this service;

vzbv fully supports the rapporteur’'s amendment

Amendment 43: Article 4 — paragraph 3 — point b

EU-Commission’s proposal

vzbv's amendments

(b)‘electronic communications content’
means the content exchanged by means
of electronic communications services,
such as text, voice, videos, images, and
sound;

(b)‘electronic communications content’
means the content exchanged by means
of electronic communications services,
such as text, voice, videos, images, and
sound; including electronic communi-
cations metadata that enables conclu-
sions to be drawn as to the content of
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the communication;

It should be clear, that the definition of electronic communications content includes
metadata that allows conclusions to be drawn as to the content of the communication.
The header of an e-mail for example might be seen as electronic communications
metadata, but since it includes the e-mail’s subject, it often qualifies as electronic

communications content at the same time.

Amendment 44: Article 4 — paragraph 3 —

point ¢

EU-Commission’s proposal

vzbv's amendments

(c)'electronic communications metadata’
means data processed in an electronic
communications network for the purpos-
es of transmitting, distributing or exchang-
ing electronic communications content;
including data used to trace and identify
the source and destination of a communi-
cation, data on the location of the de-
vice generated in the context of provid-
ing electronic communications services,
and the date, time, duration and the
type of communication;

(c)'electronic communications metadata’
means data related to a user or electron-
ic communications service, processed
for the purposes of transmitting, distrib-
uting or exchanging electronic communi-
cations content and any other commu-
nications related data processed for
the provision of the service, which is
not considered content; including data
to trace and identify the source and desti-
nation of a communication, and the date,
time, duration and the type of commu-
nication; it includes data broadcasted
or emitted by the terminal equipment to
identify users' communications and/or
the terminal equipment or its location
and enable it to connect to a network
or to another device;

vzbv fully supports the rapporteur’'s amendment.

Amendment 45: Article 4 — paragraph 3 —

point e

EU-Commission’s proposal

vzbv's amendments

(e)‘electronic mail’ means any electronic
message containing information such as
text, voice, video, sound or image sent
over an electronic communications net-
work which can be stored in the network
or in related computing facilities, or in the
terminal equipment of its recipient;

(e)‘electronic message’ means any elec-
tronic message containing information
such as text, voice, video, sound or image
sent over an electronic communications
network which can be stored in the net-
work or in related computing facilities, or
in the terminal equipment of its recipient;

To avoid confusion with e-mail (as defined under RFC 5322), vzbv suggests in line
with the EDPS’ opinion to replace the term “electronic mail” by the more general term
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“electronic message”. See also Amendment 83.

Amendment 46: Article 4 — paragraph 3 — point f

EU-Commission’s proposal

vzbv's amendments

(f) ‘direct marketing communications’
means any form of advertising, whether
written or oral, sent to one or more identi-
fied or identifiable end-users of electronic
communications services, including the
use of automated calling and communica-
tion systems with or without human inter-
action, electronic mail, SMS, etc.;

(f) ‘direct marketing communications’
means any form of advertising, whether in
written, oral or video format, sent,
served or presented to one or more
identified or identifiable end-users of elec-
tronic communications services, including
the use of automated calling and commu-
nication systems with or without human
interaction, electronic message, SMS,
etc.;

vzbv supports the rapporteur’s amendment, but improvements are necessary. To avoid
confusion with e-mail (as defined under RFC 5322), vzbv suggests replace the term
“electronic mail” by the more general term “electronic message”.

Amendment 47: Article 5

EU-Commission’s proposal

vzbv's amendments

Electronic communications data shall be
confidential. Any interference with elec-
tronic communications data, such as by
listening, tapping, storing, monitoring,
scanning or other kinds of interception,
surveillance or processing of electronic
communications data, by persons other
than the end-users, shall be prohibited,
except when permitted by this Regula-
tion.

Electronic communications data shall be
confidential. Any processing of electronic
communications data, including any in-
terference with electronic communica-
tions data such as by listening, tapping,
storing, monitoring, scanning or other
kinds of interception, surveillance or pro-
cessing of electronic communications data
in transit or stored, by persons other
than the end-users, shall be prohibited,
except when permitted by this Regulation.

As suggested by the opinions of the Article 29 Working Party and the EDPS the Regu-
lation should not only protect the confidentiality and security of electronic communica-
tions data when in transit, it should also be protected when stored.
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Amendment 48: Article 5 — paragraph 1 a (new)

EU-Commission’s proposal

vzbv's amendments

(a)Confidentiality of electronic commu-
nications shall also include terminal
equipment and machine-to-machine
communications.

vzbv supports the rapporteur’s amendment, but improvements are necessary. All ma-
chine-to-machine communications should be included, when they meet the conditions
of Article 2 respectively if they don’t meet the conditions of Article 2(2).

Amendment 49: Article 6 —title

EU-Commission’s proposal

vzbv's amendments

Permitted processing of electronic com-
munications data

Lawful processing of electronic commu-
nications data

vzbv fully supports the rapporteur’'s amendment

Amendment 50: Article 6 — paragraph 1 —

introductory part

EU-Commission’s proposal

vzbv's amendments

1. Providers of electronic communications
networks and services may process elec-
tronic communications data if:

1. Providers of electronic communications
networks and services may process elec-
tronic communications data only if:

vzbv fully supports the rapporteur’'s amendment

Amendment 51: Article 6 — paragraph 1 —

point b

EU-Commission’s proposal

vzbv's amendments

(b)it is necessary to maintain or restore
the security of electronic communications
networks and services, or detect technical
faults and/or errors in the transmission of
electronic communications, for the dura-
tion necessary for that purpose.

(b)it is necessary to maintain or restore
the availability, integrity and confiden-
tiality of the respective electronic com-
munications networks or services, or to
detect technical faults and/or errors in the
transmission of electronic communica-
tions, for the duration necessary for that
purpose.

This amendment seeks to bring legal certainty. Therefore, the security objectives
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should be named in the Regulation instead the vague term “security”.

Amendment 52: Article 6 — paragraph 2 — introductory part

EU-Commission’s proposal vzbv’'s amendments

2. Providers of electronic communications 2. Providers of electronic communications
services may process electronic commu-  services may process electronic commu-
nications metadata if: nications metadata only if:

vzbv fully supports the rapporteur’'s amendment

Amendment 53: Article 6 — paragraph 2 — point c

EU-Commission’s proposal vzbv’'s amendments

(c) the end-user concerned has given his (c) the user or users concerned have
or her consent to the processing of his given their specific consent to the pro-
or her communications metadata for one  cessing of their communications metadata
or more specified purposes, including for  for one or more specified purposes, in-
the provision of specific services to such  cluding for the provision of specific ser-
end-users, provided that the purpose or vices to such users, provided that the
purposes concerned could not be fulfilled purpose or purposes concerned could not
by processing information that is be fulfilled without the processing of
made anonymous. such metadata. A data protection im-
pact assessment and a consultation of
the supervisory authority should al-
ways take place prior to the processing
of communications metadata of the
basis of the users’ consent. Articles 35
and 36 of Regulation (EU) 2016/679
shall apply with regard to the impact
assessment and the consultation to the
supervisory authority.

vzbv supports the rapporteur’s amendment, but improvements are necessary. Consent
has always to be informed. Therefore, it would lead to confusion, if this requirement
would (only) be mentioned here, as suggested by the rapporteur.

Since metadata derived from electronic communications may reveal sensitive and per-
sonal information, a data protection impact assessment and, as the case may be, a
consultation of the supervisory authority should always take place prior to the pro-
cessing, when of processing of electronic communications metadata is based on the
consent of the user.
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EU-Commission’s proposal

vzbv's amendments

Providers of the electronic communica-
tions services may process electronic
communications content only:

(a)for the sole purpose of the provision of
a specific service to an end-user, if the
end-user or end-users concerned have
given their consent to the processing of
his or her electronic communications con-
tent and the provision of that service can-
not be fulfilled without the processing of
such content; or

(b)if all end-users concerned have giv-
en their consent to the processing of
their electronic communications con-
tent for one or more specified purposes
that cannot be fulfilled by processing
information that is made anonymous,
and the provider has consulted the super-
visory authority. Points (2) and (3) of Arti-
cle 36 of Regulation (EU) 2016/679 shall
apply to the consultation of the superviso-
ry authority.

Providers of the electronic communica-
tions services may process electronic
communications content only for the sole
purpose of the provision of a specific ser-
vice to a user, if the user has explicitly
requested such service and the users
concerned have given their explicit con-
sent to the processing of their electronic
communications content, provided that
the provision of that specific service
cannot be fulfilled without the processing
of such content by the provider and the
provider has consulted the supervisory
authority. Points (2) and (3) of Article 36
of Regulation (EU) 2016/679 shall apply
to the consultation of the supervisory au-
thority.

Electronic communications may contain highly sensitive information about the individ-
uals involved, the disclosure of which may result in serious personal and social harm.
Therefore, the processing of electronic communication content should always require
explicit consent of the users.

To strengthen the rights to privacy and confidentiality of the users, the processing of
electronic communication content should be limited the necessary minimum. It should
not be possible to process electronic communication content for other purposes than
the provision of a specific service requested by the user concerned.

Amendment 55: Article 6 — paragraph 3 a (new)

EU-Commission’s proposal vzbv’'s amendments

3a. For the provision of a service ex-
plicitly requested by a user of an elec-
tronic communications service for their
purely individual or individual work-
related usage, the provider of the elec-
tronic communications service may
process electronic communications
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data solely for the provision of the ex-
plicitly requested service and without
the consent of all users only where
such requested processing produces
effects solely in relation to the user
who requested the service and does
not adversely affect the fundamental
rights of another user or users. Such a
specific consent by the user shall pre-
clude the provider from processing
these data for any other purpose.

Children deserve special protection against tracking and against the use of their com-

munications data for advertising purposes.

Amendment 56: Article 6 — paragraph 4 a (new)

EU-Commission’s proposal

vzbv's amendments

4a. Communications data generated in
the provision of an electronic commu-
nications service specifically intended
for children’s use or targeted at them
shall not be processed for any profiling,
marketing or advertising purposes.

Children deserve special protection against tracking and against the use of their com-

munications data for advertising purposes.

Amendment 57: Article 7 — paragraph 2

EU-Commission’s proposal

vzbv's amendments

2.Without prejudice to point (b) of Article
6(1) and points (a) and (c) of Article 6(2),
the provider of the electronic communica-
tions service shall erase electronic com-
munications metadata or make that data
anonymous when it is no longer needed
for the purpose of the transmission of a
communication.

2.Without prejudice to point (b) of Article
6(1) and points (a) and (c) of Article 6(2),
the provider of the electronic communica-
tions network or service shall erase elec-
tronic communications metadata or make
that data anonymous when it is no longer
needed for the purpose of the transmis-
sion of a communication.

Since electronic communications networks are allowed to process electronic commu-
nications metadata, they should also be obliged to erase this data or make that data
anonymous when it is no longer needed for the purpose of the transmission of a com-

munication.
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EU-Commission’s proposal

vzbv's amendments

Protection of information stored in and
related to end-users’ terminal equipment

Protection of information stored in, pro-
cessed by and related to users’ terminal
equipment

As suggested by the rapporteur in other Recitals and Articles, the Regulation should
include not only information already stored in, but also processed by the device.

Amendment 59: Article 8 — paragraph 1 —introductory part

EU-Commission’s proposal

vzbv's amendments

1. The use of processing and storage ca-
pabilities of terminal equipment and the
collection of information from end-users’
terminal equipment, including about its
software and hardware, other than by the
end-user concerned shall be prohibited,
except on the following grounds:

1. The use of processing and storage
capabilities of terminal equipment and the
processing of information from users’
terminal equipment, or making infor-
mation available through the terminal
equipment, including information about
or generated by its software and hard-
ware, other than by the user concerned
shall be prohibited, except on the follow-
ing grounds:

vzbv supports the rapporteur’s amendment, but improvements are necessary. To align
the Regulation to the GDPR, to archive legal certainty and to protect the confidentiality
of electronic communications, the term “collection” should be replaced by the term

“processing”.

Amendment 60: Article 8 — paragraph 1 — point b

EU-Commission’s proposal

vzbv's amendments

(b) the end-user has given his or her
consent; or

(b) all users concerned have given their
specific consent; or

vzbv supports the rapporteur’s amendment, but improvements are necessary. Consent
needs to be given by all users concerned. Some is terminal equipment, like routers or
tablets, is often used by several users.



Verbraucherzentrale Bundesverband e.V.
Ensuring Privacy and Confidentiality in Electronic Communications 43160

Amendment 61: Article 8 — paragraph 1 — point d

EU-Commission’s proposal vzbv’'s amendments

(d)if it is necessary for web audience (d)if it is necessary for web audience
measuring, provided that such meas- measuring to design an information
urement is carried out by the provider society service requested by the end-
of the information society service re- user in a way to meet users' needs. In
guested by the end-user. these cases the provider of this ser-

vice may produce profiles of usage
based on pseudonyms to the extent
that the end-user does not object to
this. The information society provider
shall inform the end-user about his
right to object. These profiles of usage
must not be combined with data on the
bearer of the pseudonym.

vzbv supports the rapporteur’s amendment, but improvements are necessary. Web
audience measurement is not a purpose by itself for the use of tracking techniques.
Therefore, the Regulation should clarify the legitimate purposes allowing to conduct
such web audience measurement, like designing an information society service re-

guested by the user in a way to meet users' needs and introduce appropriate safe-

guards to ensure that the confidentiality of communications is comprehensively pro-
tected. This approach is inspired by Paragraph 15(3) of the German Telemedia Act.

Amendment 62: Article 8 — paragraph 1 — point d a (new)

EU-Commission’s proposal vzbv’'s amendments

(da) if it is necessary for a security
update, provided that:

(i) security updates are discreetly
packaged and do not in any way
change the privacy settings chosen
by the user;

(ii) the user is informed in advance
each time an update is being in-
stalled; and

(iii) the user has the possibility to
turn off the automatic installation of
these updates;

vzbv fully supports the rapporteur’'s amendment
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Amendment 63: Article 8 — paragraph 2 — introductory part

EU-Commission’s proposal vzbv’'s amendments

2.The collection of information emitted by 2.The processing of information emitted

terminal equipment to enable it to con- by terminal equipment shall be prohibited,
nect to another device and, or to net- except if:

work equipment shall be prohibited, ex-

cept if:

All information emitted by terminal equipment should be covered by the Regulation.

Amendment 64: Article 8 — paragraph 2 — subparagraph 1 —point a

EU-Commission’s proposal vzbv’'s amendments

(a) it is done exclusively in order to, for the (a) it is done exclusively in order to, for

time necessary for, and for the purpose of the time necessary for, and for the sole

establishing a connection; or purpose of establishing a connection re-
guested by the user; or

vzbv fully supports the rapporteur’'s amendment

Amendment 65: Article 8 — paragraph 2 — subparagraph 1 — point a a (new)

EU-Commission’s proposal vzbv’'s amendments

(aa) the users concerned have given
their consent; or

vzbv supports the rapporteur’s amendment, but improvements are necessary. There is
terminal equipment, like routers or tablets, which is often used by multiple users.

Amendment 66: Article 8 — paragraph 2 — subparagraph 1 —point a b (new)

EU-Commission’s proposal vzbv’'s amendments

(ab) it is necessary for the purpose
carrying out statistical counting for
public interest or public utility purpos-
es and this purpose cannot not be ful-
filled by other means.

Statistical counting is not a purpose by itself for the use of tracking techniques. There-
fore, the Regulation must clarify the legitimate purposes allowing to conduct such sta-
tistical counting, such as counting for public interest or public utility purposes, and in-
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troduce appropriate safeguards to ensure that the confidentiality of communications is
comprehensively protected. Such processing of information emitted by terminal
equipment for statistical counting should only be permitted, if the purpose could not be
fulfilled by other means, including processing anonymised data.

Amendment 67: Article 8 — paragraph 2 — subparagraph 1 —point b

EU-Commission’s proposal vzbv's amendments

(b)a clear and prominent notice is dis- deleted
played informing of, at least, the mo-

dalities of the collection, its purpose,

the person responsible for it and the

other information required under Arti-

cle 13 of Regulation (EU) 2016/679

where personal data are collected, as

well as any measure the end-user of

the terminal equipment can take to

stop or minimise the collection.

vzbv fully supports the rapporteur’'s amendment

Amendment 68: Article 8 — paragraph 2 — subparagraph 2

EU-Commission’s proposal vzbv's amendments

The collection of such information deleted
shall be conditional on the application

of appropriate technical and organisa-

tional measures to ensure a level of

security appropriate to the risks, as set

out in Article 32 of Regulation (EU)

2016/679, have been applied.

vzbv fully supports the rapporteur’'s amendment

Amendment 69: Article 8 — paragraph 2 a (new)

EU-Commission’s proposal vzbv’'s amendments

2a. For the purpose of point (ab) of par-
agraph 2, the following safeguards shall
be implemented to mitigate the risks:

(a) the tracking shall be limited to
pseudonymised data; and
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(b) the tracking shall be limited in
time and space to the strict minimum
necessary to fulfil the established
purpose; and

(c) the data processed shall be delet-
ed or anonymised immediately after
the established purpose is fulfilled;
and

(d) the users shall have the possibility
to easily opt-out, and

(e) technical and organisational
measures to ensure a level of security
appropriate to the risks, as set out in
Article 32 of Regulation (EU)
2016/679, have been applied .

vzbv supports the rapporteur’s amendment, but improvements are necessary to intro-
duce appropriate safeguards that ensure that the confidentiality of communications is

comprehensively protected.

Amendment 70: Article 8 — paragraph 2 b (new)

EU-Commission’s proposal

vzbv's amendments

2b. The information referred to in
points (aa) and (ab) of paragraph 2
shall be conveyed in a clear and prom-
inent notice setting out, at the least,
details of how the information will be
processed, the purpose of processing,
the person responsible for it and other
information required under Article 13
of Regulation (EU) 2016/679, where
personal data are collected as well as
the users’ right to object the pro-
cessing.

vzbv supports the rapporteur’s amendment, but improvements are necessary.

To align the Regulation to the GDPR, to archive legal certainty and to protect the con-
fidentiality of electronic communications, the term “collection” should be replaced by

the term “processing”

Users should also be informed about their right to object.
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Amendment 71: Article 8 — paragraph 2 c (new)

EU-Commission’s proposal

vzbv's amendments

2c. A data protection impact assess-
ment and a consultation of the supervi-
sory authority should always take place
prior to the processing of communica-
tions data under points (aa) and (ab) of
paragraph 2. Articles 35 and 36 of Reg-
ulation (EU) 2016/679 shall apply with
regard to the impact assessment and
the consultation to the supervisory au-
thority.

Since the processing of information emitted by terminal equipment could be used for
very intrusive purposes, a data protection impact assessment and a consultation of the
supervisory authority should always take place prior to the processing, when the pro-
cessing is based on the consent of the user or when it is necessary for statistical
counting for public interest or public utility purposes.

Amendment 72: Article 8 — paragraph 3

EU-Commission’s proposal

vzbv's amendments

3. The information to be provided pur-
suant to point (b) of paragraph 2 may
be provided in combination with stand-
ardized icons in order to give a mean-
ingful overview of the collection in an
easily visible, intelligible and clearly
legible manner.

deleted

This is already possible pursuant to the GDPR

Amendment 73: Article 9 — paragraph 2

EU-Commission’s proposal

vzbv's amendments

2.Without prejudice to paragraph 1, where
technically possible and feasible, for the
purposes of point (b) of Article 8(1), con-
sent may be expressed by using the ap-
propriate technical settings of a software
application enabling access to the in-
ternet.

2.Without prejudice to paragraph 1, where
technically feasible, for the purposes of
point (b) of Article 8(1) and of point (aa)
of Article 8(2), consent may be ex-
pressed by using the technical specifica-
tions of a software application, terminal
equipment or information society ser-
vices. These specifications shall be
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binding on, and enforceable against,
any other party. If users are required to
give consent that contradicts the set-
tings of their software, this consent
shall always have to be given explicit-

ly.

It should be possible to express specific consent also by using the technical specifica-

tions of an information society service.

As a general rule, the obligations of “privacy by design” and “privacy by default” should
also apply to hardware manufacturers and providers of software permitting electronic
communications. Therefore, these settings shall be binding on, and enforceable

against, any other party.

Also, the relationship between the privacy settings and consent given by other means
should be clarified. A problem might arise for example, when a user objects browser
fingerprinting by using a general do-not-track-setting, but is asked by a specific website
for his or her consent to such tracking. Therefore, if users are allowed or required to
give consent that contradicts the settings of their software, this new (overriding) con-
sent should always have to be given explicitly to avoid confusion.

Amendment 74: Article 9 — paragraph 3

EU-Commission’s proposal

vzbv's amendments

3. End-users who have consented to the
processing of electronic communications
data as set out in point (c) of Article 6(2)
and points (a) and (b) of Article 6(3) shall
be given the possibility to withdraw their
consent at any time as set forth under
Article 7(3) of Regulation (EU) 2016/679
and be reminded of this possibility at peri-
odic intervals of 6 months, as long as the
processing continues.

3. Users who have consented to the pro-
cessing of electronic communications
data as set out in point (c) of Article 6(2)
and points (a) and (b) of Article 6(3),
point (b) of Article 8(1) and point (aa) of
Article 8(2) shall be given the possibility
to withdraw their consent at any time as
set forth under Article 7(3) of Regulation
(EU) 2016/679 and be reminded of this
possibility at periodic intervals of 6
months, as long as the processing contin-
ues.

vzbv fully supports the rapporteur’'s amendment

Amendment 75: Article 9 — paragraph 4 (new)

EU-Commission’s proposal

vzbv's amendments

4. A user shall not be denied access to
any electronic communications service,
information society service or func-
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tionality of a terminal equipment, re-
gardless of whether this is remunerated
or not, on the mere grounds that he or
she has not given his or her consent to

(a)the processing of electronic com-
munications data, metadata or content
pursuant to Article 6; or

(b)the use of sensing, processing and
storage capabilities of terminal equip-
ment and the processing of information
from the users’ terminal equipment, or
making information available through
the terminal equipment, including in-
formation about and processed by its
software and hardware, pursuant to
Article 8(1); or

(c)the processing of information emit-
ted by terminal equipment pursuant to
Article 8(2)

that is not necessary for the provision
of that service or functionality.

vzbv supports the rapporteur’s amendment, but improvements are necessary. For clar-
ity the amendments on the requirements, when consent can be considered freely giv-
en, should be summarised in Article 9.

Amendment 76: Article 10 — title

EU-Commission’s proposal vzbv’'s amendments

Information and options for privacy Privacy by design and by default
settings to be provided

Privacy must be the default setting in all software and devices, building on the princi-
ples for data protection by design and by default established in Article 25 of the GDPR.
That is the only way to effectively protect the rights of users in a user-friendly way. As
a general rule, the obligations of “privacy by design” and “privacy by default” should
also apply to hardware manufacturers and providers of software permitting electronic
communications.

Amendment 77: Article 10 — paragraph -1a (new)

EU-Commission’s proposal vzbv’'s amendments

(-1a) The default settings of devices and
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software permitting electronic commu-
nications, including the retrieval and
presentation of information on the in-
ternet, shall be configured to provide
the highest level of privacy protection
possible and protect users’ against un-
authorised interferences. In particular,
default settings shall prevent the track-
ing of users’ online behaviour by other
parties.

Privacy must be the default setting in all software and devices, building on the princi-
ples for data protection by design and by default established in Article 25 of the GDPR,
to effectively protect the rights of users in a user-friendly way. As a general rule, the
obligations of “privacy by design” and “privacy by default” should also apply to hard-
ware manufacturers and providers of software permitting electronic communications.

Amendment 78: Article 10 — paragraph 1

EU-Commission’s proposal

vzbv's amendments

1.Software placed on the market permit-
ting electronic communications, including
the retrieval and presentation of infor-
mation on the internet, shall offer the op-
tion to prevent third parties from stor-
ing information on the terminal equip-
ment of an end-user or processing in-
formation already stored on that
equipment.

1. If devices or software permitting elec-
tronic communications, including the re-
trieval and presentation of information on
the internet, offers the user to change
the default privacy settings, it shall offer
the user the possibility to express his
or her specific consent for the purpos-
es of point (b) of Article 8(1) and of
point (aa) of Article 8(2) or his or her
objection to the processing of personal
data pursuant to Article 21(5) of Regu-
lation (EU) 2017/679 through technical
specifications.

These Settings must be easily acces-
sible and modifiable during the use of
the device or software.

If devices or software offer an option to change the default privacy setting, they should
offer the user the possibility to express his or her specific consent for the purposes of
point (b) of Article 8(1) and of point (aa) of Article 8(2) or his or her objection to the
processing of personal data pursuant to Article 21(5) of Regulation (EU) 2017/679

through technical specifications at any time.
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Amendment 79: Article 10 — paragraph 1 a (new)

EU-Commission’s proposal vzbv’'s amendments

la. For the purpose of paragraph (-1a)
and paragraph (1), the settings shall
include a signal which is sent to the
other parties to inform them about the
user's intentions with regard to con-
sent or objection. These signals shall
be binding on, and enforceable
against, any other party.

vzbv supports the rapporteur’s amendment, but improvements are necessary to en-
sure clarity and to protect the users’ rights. Therefore, these settings shall be binding
on, and enforceable against, any other party.

Amendment 80: Article 10 — paragraph 2

EU-Commission’s proposal vzbv’'s amendments

2.Upon installation, the software shall 2.In the case of paragraph 1, the device
inform the end-user about the privacy or software shall inform the end-user
settings options and, to continue with about the privacy settings options. These
the installation, require the end-user to information shall be presented in an
consent to a setting. easily visible and intelligible manner. It

shall not incentivise end-users to se-
lect lower privacy settings and shall
include relevant information about the
risks associated with each setting.

If a device or software offers an option to change the default privacy settings, such
privacy settings should be presented in an easily visible, objective and intelligible man-
ner. They must be easily accessible and modifiable during the use of the device or
software. Information provided should not incentivise end-users to select lower privacy
settings and should include relevant information about the risks associated with each
setting.

Amendment 81: Article 10 — paragraph 2 a (new)

EU-Commission’s proposal vzbv’'s amendments

2a. Hardware and software which ena-
bles electronic communications and is
specifically intended for children’s use
or targeted at children shall not allow
tracking of its user’s behaviour and
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activities for profiling, marketing or ad-
vertising purposes.

Children deserve special protection against tracking and against the use of their com-

munications data for advertising purposes.

Amendment 82: Article 16 — paragraph 1

EU-Commission’s proposal

vzbv's amendments

1. Natural or legal persons may use elec-
tronic communications services for the
purposes of sending direct marketing
communications to end-users who are
natural persons that have given their
consent.

1. The use by natural or legal persons of
electronic communications services,
including voice-to-voice calls, auto-
mated calling and communications
systems, including semi-automated
systems that connect the call person to
an individual, faxes, e-mail or other use
of electronic communications services for
the purposes of presenting unsolicited
or direct marketing communications to
end-users, shall be allowed only in re-
spect of end-users who have given their
prior explicit consent.

vzbv supports the rapporteur’s amendment, but improvements are necessary. The
German Act Against Unfair Competition stipulates prior explicit consent for advertising
by means of a voice-to-voice call or advertising using automated calling machines,
faxes or e-mails. It would be unacceptable if the Regulation falls back behind existing
national law by reducing the consent requirements.

Amendment 83: Article 16 — paragraph 2

EU-Commission’s proposal

vzbv's amendments

2.Where a natural or legal person obtains
electronic contact details for electronic
mail from its customer, in the context of
the sale of a product or a service, in ac-
cordance with Regulation (EU) 2016/679,
that natural or legal person may use these
electronic contact details for direct market-
ing of its own similar products or services
only if customers are clearly and distinctly
given the opportunity to object, free of
charge and in an easy manner, to such
use. The right to object shall be given at
the time of collection and each time a

2.Where a natural or legal person obtains
electronic contact details for e-mail from
its customer, in the context of the sale of
a product or a service, in accordance with
Regulation (EU) 2016/679, that natural or
legal person may use these electronic
contact details for direct marketing of its
own similar products or services only if
customers are clearly and distinctly given
the opportunity to object, free of charge
and in an easy manner, to such use. The
right to object shall be given at the time of
collection and each time a message is
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message is sent. sent.

An extension of the opportunities for direct marketing beyond the situation that exists
today is unacceptable. To avoid confusion it should be clear that only electronic con-
tact details for e-mail (as defined under RFC 5322) falls under this provision. See also
Amendment 45.

Amendment 84: Article 16 — paragraph 3

EU-Commission’s proposal vzbv’'s amendments

3.Without prejudice to paragraphs 1 and 3.Without prejudice to paragraphs 1 and
2, natural or legal persons using electron- 2, natural or legal persons using electron-

ic communications services for the pur- ic communications services for the pur-
poses of placing direct marketing calls poses of placing direct marketing calls
shall:

(a)shall present the identity of a line on
(a)present the identity of a line on which which they can be contacted; and

they can be contacted; or (b)may present a specific code/or prefix

(b)present a specific code/or prefix identi-  identifying the fact that the call is a mar-
fying the fact that the call is a marketing keting call.
call.

The German Telecommunications Act stipulates that natural or legal persons using
electronic communications services for the purposes of placing direct marketing calls
have to present the identity of a line on which they can be contacted. It would be unac-
ceptable if the Regulation falls back behind existing national law by the possibility to
choose between the contact line identification or the presentation of a specific code/or
prefix.

Amendment 85: Article 16 — paragraph 3 a (new)

EU-Commission’s proposal vzbv’'s amendments

3a. Unsolicited marketing communica-
tions shall be clearly recognisable as
such and shall indicate the identity of
the legal or natural person transmitting
the communication or on behalf of
whom the communication is transmit-
ted. Such communications shall pro-
vide the necessary information for re-
cipients to exercise their right to refuse
further written or oral marketing mes-
sages.

vzbv fully supports the rapporteur’'s amendment
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EU-Commission’s proposal

vzbv's amendments

4.Notwithstanding paragraph 1, Member
States may provide by law that the plac-
ing of direct marketing voice-to-voice
calls to end-users who are natural per-
sons shall only be allowed in respect of
end-users who are natural persons who
have not expressed their objection to
receiving those communications.

deleted

vzbv fully supports the rapporteur’'s amendment

Amendment 87: Article 16 — paragraph 6

EU-Commission’s proposal

vzbv's amendments

6. Any natural or legal person using elec-
tronic communications services to trans-
mit direct marketing communications shall
inform end-users of the marketing nature
of the communication and the identity of
the legal or natural person on behalf of
whom the communication is transmitted
and shall provide the necessary infor-
mation for recipients to exercise their right
to withdraw their consent, in an easy
manner, to receiving further marketing
communications.

6. Any natural or legal person using elec-
tronic communications services to trans-
mit direct marketing communications shall
inform end-users of the marketing nature
of the communication and the identity of
the legal or natural person on behalf of
whom the communication is transmitted
and shall provide the necessary infor-
mation for recipients to exercise their right
to withdraw their consent, in a manner
that is as easy as giving the consent
and free of charge, to receiving further
marketing communications.

vzbv fully supports the rapporteur’'s amendment

Amendment 88: Article 17 —title

EU-Commission’s proposal

vzbv's amendments

Information about detected security risks

Integrity of the communications and
information about security risks

vzbv fully supports the rapporteur’'s amendment
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Amendment 89: Article 17 — paragraph 1

EU-Commission’s proposal vzbv’'s amendments

In the case of a particular risk that may  deleted
compromise the security of networks
and electronic communications ser-
vices, the provider of an electronic
communications service shall inform
end-users concerning such risk and,
where the risk lies outside the scope of
the measures to be taken by the service
provider, inform end-users of any pos-
sible remedies, including an indication
of the likely costs involved.

vzbv fully supports the rapporteur’'s amendment

Amendment 90: Article 17 — paragraph 1 a (new)

EU-Commission’s proposal vzbv’'s amendments

(1a)The providers of electronic com-
munications services shall ensure that
there is sufficient protection in place
against unauthorised access or altera-
tions to the electronic communications
data, and that the confidentiality and
safety of the transmission are also
guaranteed by the nature of the means
of transmission used or by state-of-the-
art end-to-end encryption of the elec-
tronic communications data. Further-
more, when encryption of electronic
communications data is used, decryp-
tion, reverse engineering or monitoring
of such communications shall be pro-
hibited. Member States shall not im-
pose any obligations on electronic
communications service providers that
would result in the weakening of the
security and encryption of their net-
works and services.

vzbv fully supports the rapporteur’'s amendment
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Amendment 91: Article 17 — paragraph 1 b (new)

EU-Commission’s proposal vzbv’'s amendments

(1b)In the case of a particular risk that
may compromise the security of net-
works and electronic communications
services, the relevant provider of an
electronic communications service
shall inform end- users of such arisk
and, where the risk lies outside the
scope of the measures to be taken by
the service provider, inform end-users
of any possible remedies.

vzbv fully supports the rapporteur’'s amendment

Amendment 92: Article 17 — paragraph 1 c (new)

EU-Commission’s proposal vzbv's amendments

(1c)As regards the security of networks
and services and related security obli-
gations, the obligations of Article 40 of
the [European Electronic Communica-
tions Code] shall apply mutatis mutan-
dis to all services in the scope of this
Regulation.

vzbv fully supports the rapporteur’'s amendment

Amendment 93: Article 17 — paragraph 1 d (new)

EU-Commission’s proposal vzbv’'s amendments

(1d)End-users shall have the right to
secure their networks, terminal equip-
ment and electronic communications
with the best available technologies
against unlawful intrusions. It shall be
prohibited to break, decrypt, restrict or
circumvent the measure taken by the
end-users in this regard.

This amendment is necessary to ensure that the confidentiality of communications is
comprehensively protected and to prevent privacy risks for the users.
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Amendment 94: Article 19 — paragraph 1 — point b a (new)

EU-Commission’s proposal vzbv’'s amendments

(ba) draw up guidelines for superviso-
ry authorities concerning the applica-
tion of Article 9(1) and the particulari-
ties of expression of consent by legal
entities;

vzbv fully supports the rapporteur’'s amendment

Amendment 95: Article 19 — paragraph 1 — point b b (new)

EU-Commission’s proposal vzbv’'s amendments

(bb) issue guidelines, recommendations
and best practices in accordance with
point (b) of this paragraph for the pur-
pose of further specifying the criteria
and requirements for types of services
that may be requested for purely indi-
vidual or work-related usage as referred
to in Article 6(3a);

vzbv fully supports the rapporteur’'s amendment

Amendment 96: Article 19 — paragraph 1 — point b ¢ (new)

EU-Commission’s proposal vzbv’'s amendments

(bc) issue guidelines, recommendations
and best practices in accordance with
point (b) of this paragraph for the pur-
pose of further specifying the criteria
and requirements for:

(i) web audience measuring to design
an information society service request-
ed by the user in a way to meet users’
needs referred to in Article 8(1)(d);

(ii) security updates referred to in Arti-
cle 8(1)(da);

(iii) the processing of information emit-
ted by the terminal equipment referred
to in Article 8(2a) and (2b); and
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(iv) software settings referred to in Arti-
cle 10;

vzbv supports the rapporteur’s amendment, but improvements are necessary due
some of vzbv’'s amendment 61.

Also, to align the Regulation to the GDPR, to archive legal certainty and to protect the
confidentiality of electronic communications, the term “collection” should be replaced
by the term “processing”.

Amendment 97: Article 21 — paragraph 1

EU-Commission’s proposal vzbv's amendments

1. Without prejudice to any other adminis- 1. Without prejudice to any other adminis-
trative or judicial remedy, every end-user trative or judicial remedy, every end-user

of electronic communications services of electronic communications services
shall have the same remedies provided shall have the same remedies provided
for in Articles 77, 78, and 79 of Regulation for in Articles 77, 78, 79 and 80 of Regu-
(EVU) 2016/679. lation (EU) 2016/679.

Article 80 of the GDPR grants data subjects the right to mandate a non-for profit organ-
isation to act on his/her behalf. It also provides the possibility for Member States to
allow non-for profit organisations to take action in their own initiative to defend collec-
tive interests in the area of data protection. This should also be explicitly allowed under
the ePrivacy Regulation to guarantee a comprehensive redress and enforcement
framework.

Amendment 98: Article 23 — paragraph 2 — point a

EU-Commission’s proposal vzbv's amendments

(a) the obligations of any legal or natu-  deleted
ral person who process electronic
communications data pursuant to Arti-

cle 8;

vzbv fully supports the rapporteur’'s amendment

Amendment 99: Article 23 — paragraph 2 — point b a (new)

EU-Commission’s proposal vzbv's amendments

(ba) the obligations of the providers of
publicly available number-based inter-
personal communication services pur-
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suant to Article 12, 13 and 14;

vzbv fully supports the rapporteur’'s amendment

Amendment 100: Article 23 — paragraph 2 — point d a (new)

EU-Commission’s proposal

vzbv's amendments

(da) the obligations of the provider of
an electronic communications service
and infringements of the right of the
end-users pursuant to Article 17.

vzbv supports the rapporteur’s amendment, but improvements are necessary. See

also amendment 93.

Amendment 101: Article 23 — paragraph 2 — point b

EU-Commission’s proposal

vzbv's amendments

(b)the obligations of the provider of soft-
ware enabling electronic communications,
pursuant to Article 10;

(b)the obligations of the provider of soft-
ware and hardware enabling electronic
communications, pursuant to Article 10;

To archive legal certainty the Regulation should also apply to manufacturers of hard-

ware enabling electronic communications.

Amendment 102: Article 23 — paragraph 3

EU-Commission’s proposal

vzbv's amendments

3. Infringements of the principle of confi-
dentiality of communications, permitted
processing of electronic communications
data, time limits for erasure pursuant to
Articles 5, 6, and 7 shall, in accordance
with paragraph 1 of this Article, be subject
to administrative fines up to 20 000 000
EUR, or in the case of an undertaking, up
to 4 % of the total worldwide annual turn-
over of the preceding financial year,
whichever is higher.

3. Infringements of the principle of confi-
dentiality of communications, permitted
processing of electronic communications
data, time limits for erasure and the pro-
tection of information stored in, related
to or processed by users’ terminal
eqguipment pursuant to Articles 5 to 8
shall, in accordance with paragraph 1 of
this Article, be subject to administrative
fines up to 20 000 000 EUR, or in the
case of an undertaking, up to 4 % of the
total worldwide annual turnover of the
preceding financial year, whichever is
higher.
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vzbv supports the rapporteur’s amendment, but improvements are necessary to in-
clude infringements of the protection of information stored in, related to or processed
by users’ terminal equipment.



